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1.1 Copyright Notice

Copyright 2020, Brodersen A/S, ALL RIGHTS RESERVED.
No part of this document may be reproduced, copied, translated, or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the prior written permission of the original manufacturer.

1.2 Trademark Acknowledgement
Brand and product names are trademarks or registered trademarks of their respective owners.

1.3 Disclaimer

Brodersen A/S reserves the right to make changes, without notice, to any product, including circuits and/or
software described or contained in this manual in order to improve design and/or performance. Brodersen A/S
assumes no responsibility or liabilities for the use of the described product(s), conveys no license or title under
any patent, copyright, or mask work rights to these products, and makes no representations or warranties that
these products are free from patent, copyright, or mask work right infringement, unless otherwise specified.
Applications that are described in this manual are for illustration purposes only.

Brodersen A/S makes no representation or warranty that such application will be suitable for the specified use
without further testing or modification.

1.4 Life Support Policy

BRODERSEN A/S’s PRODUCTS ARE NOT FOR USE AS CRITICAL COMPONENTS, IN LIFE SUPPORT DEVICES OR
SYSTEMS WITHOUT THE PRIOR WRITTEN APPROVAL OF BRODERSEN A/S.

As used herein:

1. Life support devices or systems are devices or systems which, (a) are intended for surgical implant into body,
or (b) support or sustain life and whose failure to perform, when properly used in accordance with instructions
for use provided in the labeling, can be reasonably expected to result in significant injury to the user.

2. A critical component is any component of a life support device or system whose failure to perform can be
reasonably expected to cause the failure of the life support device or system, or to affect its safety or
effectiveness.

1.5 Brodersen Customer Services

Your satisfaction is our primary concern. Here is a guide to Brodersen customer services. To ensure you get the
full benefit of our services, please follow the instructions below carefully.

1.6 Technical Support

We want you to get the maximum performance from your products. If you run into technical difficulties, we are
here to help. For the most frequently asked questions, you can easily find answers in the product
documentation. These answers are normally a lot more in detail. Please consult this manual first.

To receive the latest version of the user manual, please visit our Web site at:

http://www.brodersen.com,

Choose the product in question under product search and under each product you will find accompanying data
sheets, manuals, and user guides etc.

If you still cannot find the answer, gather all the information or questions that apply to your problem, and with
the product close at hand, call your dealer. Our distributors are well trained and ready to give you the support
you need to get the most from your Brodersen products.

In addition, technical support is available from Brodersen engineers every business day. We are always ready to
give advice on application requirements or specific information on the installation and operation of any of our
products. Please do not hesitate to call or e-mail us on support@brodersen.com

Brodersen A/S, Byageren 7, 2850 Naerum, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@Brodersen.com
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Brodersen warrants you, the original purchaser, that each of its products will be free from defects in materials
and workmanship for two years from the date of purchase.

This warranty does not apply to any products which have been repaired or altered by persons other than repair
personnel authorized by Brodersen, or which have been subject to misuse, abuse, accident or improper
installation. Brodersen assumes no liability under the terms of this warranty as a consequence of such events.
Because of Brodersen’s high quality control standards and rigorous testing, most of our customers never need
to use our repair service. If a Brodersen product is defective, it will be repaired or replaced at no charge during
the warranty period. For out-of-warranty repairs, you will be billed according to the cost of replacement
materials, service time, and freight. Please consult your distributor for more details. If you think you have a
defective product, follow these steps:

1. Collect all the information about the problem encountered. (For example, Product type and s/n,
hardware and software version etc.) Note anything abnormal and describe the error in a product
failure report.

2. Call your distributor and describe the problem. Please have your manual, product, and any helpful

information readily available.

If your product is diagnosed as defective, make arrangements with your distributor about this.

4, Carefully pack the defective product, a complete failure report and a photocopy of proof of purchase
date (such as your sales receipt) in a shippable container. A product returned without proof of the
purchase date is not eligible for warranty service.

5. Ship it to your distributor.

w

Brodersen A/S, Byageren 7, 2850 Naerum, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@Brodersen.com
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2.1 RTU32M -The modular Brodersen RTU, PLC and Industrial Controller

The Brodersen RTU32M series is based on a 32-bit i.Mx6 ARM Cortex-A7 for CPU Rev A,B,C and 64-bit NXP
i.MX8Plus 1.8 GHz, for Rev D providing a small footprint modular RTU and PLC with leading edge functionality.

As well as being a versatile RTU and PLC with flexible 1/O designed to perform embedded data processing,
control, data logging and monitoring, it is also a networking communicator for collecting, managing and
communicating data via protocols on different physical interfaces upwards and downwards in an industrial
environment.

Typical applications for the RTU32M are:

Control and monitoring of water and wastewater pump stations

Substation automation applications

Railway level crossing monitoring

Communication Gateway applications between SCADA protocols — including Modbus, DNP3 and
IEC60870.

The RTU32M hardware platform includes a 200-900MHz CPU with 128-256MB RAM and integrated 128MB
NAND Flash. In addition, an optional removable microSD Flash card (default is 4GB, supports up to 64GB),
provides an easy-to-use portable access/upgrade option. The integrated Flash stores the main RTU32 firmware
including embedded Linux OS and your PLC runtime application. Standard drivers like the Modbus Protocol Suite,
IEC60870 or DNP3 are stored in the integrated NAND Flash. The removable microSD card can be used for storing
backup files and data logging files, or as the ‘boot source’. When the SD card is used as the boot source, all
firmware and applications are then stored on the SD card, allowing for easy ‘swap and go’ (simply move the SD
card to another CPU module if required).

2.2 Webserver configuration and PLC programming in all IEC61131 languages

The RTU32M, like the other RTU32 Series of RTUs is configured via the integrated Webserver. Settings like LAN
port addressing, time functions and 3g/4g modem credentials are handled in webpages. Online monitoring of
connected physical /0 and display of graphical overviews is possible via webpages.

Programming of logic functions and configuration of communications drivers is managed using the Brodersen
WorkSuite® software. WorkSuite® is a powerful tool that is used for configuration and programming of all RTU32
Series products. Applications developed and running in the RTU32M will easily run in other RTU32 Series
products. The WorkSuite® software package will run in demo mode without any license (with some runtime
restrictions).
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3 Online RTU Configurator Tool

The Brodersen website includes an Online RTU Configurator tool that allows creation of RTU32N and RTU32M
setups. It is recommended that you try using the configurator before attempting any RTU setup or logic
programming as it provides a good overview of the RTU32M functionality. The configurator will step you
through selection of power supply and CPU options and show how the various hardware items such as
backplanes and I/0 modules are used to create modular RTU solutions.

RTU32M Series User Guide

https://brodersen.com/RTUConfigurator/

Select Power Supply, CPU and Protocol/Driver options.

Fieldbus drivers class A license Fieldbus drivers class B license
[J IEC50870-5-101 Master [ IEC50870-5-101/104 Suite
[ IEC50870-5-101 Slave [ Hse/PRP Metwork redundancy
[ IEC50870-5-104 Client [ Multitasking PLC runtime
[ IECS0870-5-104 Server [ IECS1850 Server
[ IEC50870-5-103 Master [l IECS1850 Client
[ SNMP Agent (server) ClwiTs DNP3
[ SNMP Client {manager)
O MQTT Client Protocols always included:
[ OPC UA Server B Full Modbus suite
4 DNP3 Slave,/Server 8 Binding Protocol
[J DNP3 Master/Client
[ Ethernat/IP Tag Client
[J DF1 Master
Power Supply CPU
Single CPU
CPU Speed RAM Size 1/0
(0200 MHz CPU ® 128 MB RAM (256105
@® 500 MHz CPU (2256 MB RAM ®s5121/0s
) 900 MHz CPY 0 4096 1/0s
(016384 1/0s
O unlirnited 1/0s
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Select I/0 modules, backplanes and additional power supply and communications modules as required.

RTU32M Series User Guide

1/0 Selection Back | Next
DI12H 12 [+] DI20A BB21B
— 18 DI 10-30VDC, 2 DI 5-30VDC BUS Module for /0 modules
DI20A 20 [+] 2 | - -
— | Power Consumption/Load calculations
Di20s; [:20 ‘LI Power consumption from LB2 |/O bus: 0.3 W (25 mA)
DI20C 20 2 [+]
DOOBR 8 [+]
— Supply 144w 144 W
DO12R 12 [+] 1 Load 9.06 W 9.06 W
— Load% 52.9% load 62.9% load
DO20A 20 [+]
AI08A 8 [+] 2
AO02A 2 |T| 1 ! Cumulative Power Consumption/Load |
— 4% 17% 19% 21% 33% 40% 46% s |
DM20A 10 10 [+]
— X X X X % X X
DM20C 10 10 2 ([+]
oAa 8 2 3 1 2 [+]
o148 8 2 3 1 2 [+]
PMO3A [+]
PM03B \T|
PMO3C [+]
PS24A F] |1
PS48A [+]
SPARE [+]
Cable ‘T|

o S - z g @ pBBs1A BB61B BB41B BB218 BB21B BB218 BB21B BB21B @ BB218

O BB818 OBB21C

Communication Modules

Backplane Bus Module Types
sPO4A 4 Bl BBXxA: Start
cmo2A 1 1 L+] BBxxB: Middle
IM51A (+] BBxxC: End
IM51B \;|
ETO4A 4 =]
WIF 1 \Z|
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You are also able to split the backplane bus if required (a power supply is needed to start a new segment if the
load is high).

RTU32M Series User Guide

13% 15% 17% 29% 41%

Cable length:
O 25em
Os0em

O 100cm
®200cm

@BB61A BB41BE BB21B BB218 BB21B  BB2IC BB41A BB21B BB21C BB21A BB21B @ B8B21B
OBB61B OsB21C

The Configurator also allows selection of redundancy modes if required.

RTU32M Redundancy Variants

Redundant CPUs
and with identical
redundant |/0s.

CPUs are
connected
together with
CMO2A device and
cables

Redundant CPUs
with shared 1/Os.
CPUs are placed
next to each other
and to the left of
IfOs

CPUs are
connected
together with
REDLINK device.

Redundant CPUs
with shared 1/0s.
The shared |/0s
are between the
CPUs

CPUs are
connected
together with
CMID2A device and
cables
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4  Getting Started

RTU32M Series User Guide

4.1 Configuration and default settings
The LAN interface on the RTU32M is set to its factory default settings at delivery:

LAN1:192.168.0.1, Subnet: 255.255.255.0

You can use the LAN1 interface to configure the basic settings in the RTU32M. The basic settings include setup
of network parameters such as IP addresses, Subnet masks, default gateways, time settings, usernames and
passwords for accessing the web server pages and file system with SFTP, SSH etc.

The configuration is done via web pages in the RTU32M Web Server. You must use your normal web browser to
setup the basic settings for the RTU32M. The web pages are optimized for MS Internet Explorer/Edge, Firefox
and Chrome. If you are experiencing problems with using the latest MS Internet Explorer/Edge version, please
enable Compatibility settings in the browser.
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5 How to connect and prepare your PC to configure the RTU32M

5.1

Use a cross-wired or standard
patch cable to connect your PC
Ethernet interface to the LAN1
Ethernet interface of the RTU.

LAN Port Connection

5.2

Setting up your PC Ethernet driver (Windows 10 example shown)

Your PC Ethernet driver must be setup to work in the same network segment as the LAN interface on the
RTU32 if you want to connect with LAN1 which has a default IP address of 192.168.0.1. You must setup your
PC Ethernet TCP/IP driver to work in the segment IP 192.168.0.x. Alternatively, you can connect with LAN 2
which is set to DHCP by default. To connect via LAN2 you must have an appropriate router/DHCP server (you
can use the RTU32 Search Tool that installs with WorkSuite® to discover the RTU or connect to your router
diagnostic interface to find the IP address allocated to LAN2).

To setup your PC Ethernet driver to connect via Lan1, select start — Settings — Network & Internet and select

Change adapter options.

r.'--' Metwork Connections

T I‘El » Control Panel » MNetwork and Internet > MNetwork Connections

A

Select Properties of the appropriate
adapter and then Click on Internet
Protocol Version 4 (TCP/IPv4) and select
Properties. A new window for setting the
PC IP address will appear. Set an IP
address in the same segment as the
selected LAN IP address, for example
192.168.0.10 as shown here below.

NOTE: If you need to re-configure your
Ethernet TCP/IP driver back to initial
settings, it is recommended that you note
the settings before you change them.

Click OK and OK again - now your PC
Ethernet driver is setup for
communicating with the RTU32M via
LAN1.

0 Ethernet Properties

Ethernet
o= _ Network cable unplugged
b4 @ Intel(R) Ethernet Connection (10) .

Networking  Sharing

Connect using

? Intel(R) Ethemet Connection (10) 1215V

Configure

This connection uges the following items:

B Client for Microsoft Networks

’? File and Printer Sharing for Microsoft Networks

¥ 005 Packet Scheduler

8 Intemet Protocal Version 4 (TCP/IPvd)

O . Microsoft Network Adapter Multiplexor Protocol

& Microsoft LLDP Protocol Driver

. Intemet Protocal Version & (TCP/IPvE)

< >

Ingtall... Uninstall Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

OK Cancy

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an 1P address automatically
@) Use the following TP address:

P address: 192.168. 0 . 10

255.255.255. 0

Subnet mask:

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: l:l
Alternate DNS server: l:l
[ validate settings upon exit e
oK Cancel

Brodersen A/S, Byageren 7, 2850 Naerum, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@Brodersen.com
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5.3 Applying power to the RTU32M

Power is applied to the RTU32M power supply module via the 6 way power connector at the front of the module.
Wait for the RTU32M to boot up — it takes approx. 20s. The amber Power LED on the power supply will indicate
the status of the power supply.

RTU32M Series User Guide

5.4 Module status LEDs and flashing codes.

Atwo color (red/yellow) LED is provided on each module. This indicates the module status with different blinking
patterns. The yellow color indicates the module mode (run, stop). The red color indicates module errors or
warnings. Each pattern / color will operate in 2 second duty cycles. When the red LED is inactive (off), only the
2 second yellow duty cycle will operate (yellow is always active). When the red LED is active, a switch between
2 seconds of yellow, and 2 seconds of red patterns will occur.

5.4.1 Module LED pattern
LED Pattern
Off LED is constantly off
On LED is constantly on
Blinking LED is flashing, 200 ms on, 200 ms off
Flickering LED is flashing, 50 ms on, 50 ms off
Single Flash LED pattern is, 200 ms on, 1800 ms off
Double Flash LED pattern is, 200 ms on, 200 ms off, 200 ms on, 1400 ms off
Triple Flash LED pattern is, 200 ms on 200 ms off, 200 ms on 200 ms off, 200 ms on 1000 ms off
Quadruple LED pattern is, 200 ms on 200 ms off, 200 ms on 200 ms off, 200 ms on 200 ms off, 200 ms
Flash on 600 ms off

5.4.2 Yellow I/O module LED Codes

Yellow LED Pattern Description

Off No module power

On Module is Operational mode.

Blinking Module is in Operational Timeout, caused by missing RTU heartbeat “timeout from CPU
to I/0 module”. Outputs will be managed according to failsafe configuration (Last state,
forced On, forced Off)

Flickering NA

Single Flash No valid node ID. Normal after power up.

Double Flash Module is assigned a valid node ID, and is Stopped.

Triple Flash NA

Quadruple Module is in firmware update mode.

Flash

5.4.3 RED /0O module LED Codes

Red LED Pattern Description

Off No warnings or errors.

On Module LB2 communication error. A number of LB2 communication errors has occurred,
which has caused the LB2 error counters to reach the error level. The module will
automatically stop any transmission on the bus, to prevent LB2 bus corruption for other
modules (nodes). The module will still listen for NMT commands, and a communication
reset command will reconfigure module, if the error was temporary.

Blinking NA

Flickering Corrupted module information / calibration data in EEPROM. Fatal error

Brodersen A/S, Byageren 7, 2850 Naerum, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@Brodersen.com
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Single Flash

Module communication error warning. A number of LB2 communication errors has
occurred, which has caused the LB2 error counters to reach the warning level. Successful
communications will reset this warning.

Double Flash

NA

Triple Flash

NA

Quadruple
Flash

NA

5.5  First time configuration — example connecting via LAN1.

Start your Internet browser and enter the IP

address of the RTU32M in the address field
e.g.,, 192.168.0.1

Before the first RTU web page will appear in
your browser you will be asked to enter a
username and password. The username is
admin. The RTU32M is shipped with the
password set to admin.

Note: Additional users/access levels can be

created.

http://192.168.0.1

Your connection to this site is not private
Username admin

Passwaord seres

The RTU will then display the System Overview page. Information shown includes RTU status, network
settings, project and version information. Menus allow access to additional RTU information including
configuration parameters and status.

QﬁBHDDERSEN

System Overview

Local Area Network (LAN) settings

Hardware Overview This section displays a summary of your LAN netviork settings. These settings indicate the currant
Runtime Settings configuration of your LAN ports.
1/0 Board Sttings
System Configuration Network Settings LAN1 etho
Maintenance Obtain an 1P Address via DHCP DISABLED
Utilities Local 1P Addrass 152.168.0.1
Firewall Subnet mask 255.255.255.0
DNPZ Slave Default gateway
WITS-DNP3 Slave Prafered DNS Servar
Alternate DNS Server
MAC address F8:DC:7A11F:72:8F
RX/TX Bytes 0.8/0.3 Mig
Network Settings LAN2 eth1
Obtain an IP Address via DHCP ENABLED
Local 1P Address 192.168.11.34
Subnet mask 255.255.255.0
Default gateway 192.168.11.1
Prefered DNS Server 192.168.11.1
Altarnate DNS Server
MAC address F8:DC:7A:1F:73:BE
RX/TX Bytes 0.1/0.0 M8
Hostname tu32

Project Information

Project Name RTU22M_Demog
Project Runtime Start 2020/07/14 05:59:02.163
Project 10 count 54

Project Build Time 2020/07/14 05:58:43
Project Build Version 205

Project Build CRC 1626f07cc00

RTU32 Version Information

RTU32 Firmuare Version 1.65.5.173
RTU22 Firmuare Date 2020/04/27

RTU32 Firmviare 1D 32046

Runtime Version £.7.150121

RTU22 Image Date 2020

RTU22 Image Version 4.1.15-2,0.0.1369+g0a8ch4d
RTU32 Image Build Version 1371

RTU32 Device Trae version 1219

Brodersen A/S, Byageren 7, 2850 Naerum, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@Brodersen.com
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6  Managing Secure Access to the RTU32M

6.1

After logging in for the first time you are
warned to change the default password. This
is done from the Maintenance >Password
menu item (the RTU will continue to prompt
with a security alert if the password is not
changed from the default, as shown here).

Changing the default admin user password

192.168.0.1 says

Information:
Security alert.

The RTU is configured to use default passwords, which might imply a
security risk.

To change the admin user
password from the default
setting, you must first enter
the existing password then
enter and confirm the new

» System Overview

» Hardware Overview

» Runtime Settings

» I/0 Board Settings

» System Configuration
* Maintenance

paSSWOfd. * Firmware update
= Licensing
192.168.0.1 says <
* Reboot
Password successfully changed for admin » Utilities
» Firewall
You will then be prompted » DNP3 Slave

> WITS-DNP3 Slave

Change Password
The password is used to restrict access to the RTU32 Remote Configuration.
On this page you can change the 'admin’ user account password.

Change 'admin’ user password
This is used for changing the admin user password

Current password:
New password:
Confirm new password

to log in to the RTU again
using the new password.

6.2 RTU System Services

The RTU System Services are
managed from the System
Configuration>Services menu.

System Overview
Hardware Overview
Runtime Settings
1/O Board Settings

6.2.1 Web Server

Enable/disable access and

K Svstem Configuration Enable Web Server Hitps &ccess O e

setting of port addresses for . zei'a' Pfrt Web Server Https Port 443
« Metwor

the web server (HTTP and Enable S5H Server (5}
= Network Redundancy

HTTPS). = Wifi Allow 55H root login o
= Wireless Modem Enable RTU Eventlog Server o

6.2.2 SSH Server = WPN Enable Encrypted storage O e

- = Time
Enable the SSH Server to .

Services Settings

System Services

<]
o

Enable Web Server Hittp Access
‘Web Server Http Port

allow Secure Shell remote
access to command line
scripts from a SSH client
application. Enable SSH root
login if required.

6.2.3 RTU Event Log Server

If the RTU Event Log Server
is enabled, then RTU events
can be viewed from the
RTU32 Event Viewer
program (installs with
WorkSuite®).

Brodersen A/S, Byageren 7, 2850 Neerum, Denmark, Tel:

,ﬁ RTU32/RTUSE Event Viewer (2011/06/08)xe

[~ Add Time stamp

[132168.01

RaIER

Dizconnect |

O

ps

192.168.01(911)

07/02 03:29:10
07/02 23:42:2¢
07/02 23:42:2¢
07/02 23:42:2¢
07/02 23:42:2¢
07/02 23:42:2¢
07/02 23:42:2¢
07/02 23:42:2¢
07/02 23:42:2¢

-B82
-28€
-287
-287
.2a7
-2ae
-2ae
-25¢
-25¢

<%11l> ¥You are now connected to the message log
RTU22 INX I/0 Database (WIOOL3Z.DLL) Loading W1.€5
BOOTED from SD card

RTU2Z I/0 Database node 0O, "Z0428" WIO is allocated
Memory total: 122722EB free: 54720EB. Memload: 22%
Brodersen RTU22 Buntime PID(359%)

<811> Starting RIU32Z System Message Server
FRAEM: Loading license(s) from primary storage

07/02 223:42:2€.292 Linux rtu32 4.1.15-2.0.0.1351+g0a8cb4d

Firmware 9304€ V1.€5.5.173 2020/04/27 14:22:15 (c) Brodersen L/S

+45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@Brodersen.com

15



mailto:sales@Brodersen.com

Note: Port 911 will need to
be openinthe RTU Firewall
Settings for the Event
Viewer to be able to
connect.

6.2.4 Encrypted Storage

The RTU32M can be set to boot/load firmware and store logic applications on an optional SD card. If
encrypted storage mode is enabled, the RTU will keep configuration information in an encrypted ‘container’
area of the SD card. Note: Once enabled, it is only disabled by a factory reset, which means that all
configuration will be lost. The encrypted container can only be read by the RTU that created the container
(this protects against the card being removed and sensitive configuration data being read by a third party).
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6.2.5

LDAP - Lightweight Directory Access Protocol

When LDAP Authentication is enabled:

e Root and Admin users are still able to login
using SSH, but only authenticated LDAP
users can login to the RTU webserver.

e |If the Primary LDAP Server can’t be
contacted then the Secondary LDAP Server
is used instead (if no LDAP server is
available, web access will be denied).

e Base DN specifies the base distinguished
name (DN) to use as search base.

e Bind DN is a user in the Active directory,
which is allowed to query the LDAP Server.

e Bind Password is the password for the user in

‘Bind DN’.

LDAP Authentication Service

Enable LDAP Authentication
Primary LDAP Server
Secondary LDAP Server
Base DN

Bind DN

Bind Password

'uidMumber’ mapping
‘gidMumber’ mapping
‘Administrators’ group mapping
'Superusers' group mapping
'Guests’ group mapping

Use Secure LDAP

Active Directory [i]

e ‘uidNumber’ mapping is used for mapping the user number from the AD. This information can be found on

the Domain controller as described below.

e ’‘gidNumber’ mapping is used for mapping the group number from the AD. This information can be found

on the Domain controller as described below.

e Administrators mapping is used for mapping a group in the AD to the Webserver’s Administrators group
e.g., users in the AD ‘Administrators’ group mapping will have Administrator access to the RTU.

e Superusers mapping is used for mapping a group in the AD to the Webserver’s Superusers group e.g., users
in the AD ‘Superusers’ group mapping will have Superuser access to the RTU.

e Guests mapping is used for mapping a group in the AD to the Webserver’s Guests group e.g., users in the
AD ‘Guests’ group mapping will have Guest access to the RTU.

6.3 RTU Firewall Setup

The RTU firewall is a set of rules that determine
if access is granted to incoming IP message
packets.

The Firewall>Whitelist Configuration page
allows specific IP addresses to access all/any
ports on the RTU.

The Firewall>Blacklist Configuration page
allows specific IP addresses to be blocked from
access to all RTU ports.

The Firewall>Ports Configuration page allows
management of the range of IP ports to be
opened.

The Firewall>Apply Configuration page allows time to test the
implications of changing the firewall rules. This is a two step
process - first select ‘Check Rules’, you then have 60 seconds to

Firewall Whitelist Configuration
On this page you can add IP addresses that are allowed to connect to any port

Whitelist IP Address

Firewall
= Whitelist Configuration
= Blacklist Configuration
= Ports Configuration
= Apply Configuration

Start IP Address
End IP Address

IP Addresses whitelisted
Updated succesfully. Changes need to be a
® 192.168.0.10-192.168.0.20

IP Protocol
Starting port
Ending port
S5H

Ports open

» TCP Port: 22 (SSH)

» TCP Port: 80

* TCP Port: 502

o TCP Port: 20000:20003

Firewall Ports Configuration
On this page you can open incoming connections for your listening ports.

Updated succesfully, Changes need to be applied

Delete
Delete
Delete
Delete

check if the new rules are appropriate, before applying the new

rules.

Brodersen A/S, Byageren 7, 2850 Naerum , Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@Brodersen.com
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Apply Firewall Configuration

On this page you can apply your firewall rules safely.

Apply Firewall Configuration

On this page you can apply your firewall rules safely.

Information .
Information

The rules you have defined are for security reasons net applied automatically.
) : The rules you have defined are for security reasons not applied automatically.

The firewall has a builtin two step activation.
The firewall has a builtin two step activation.

The firewall rules were applied N/A ago
You have 25 seconds left to check the firewall rules.

Warning! Are you sure you want to apply the rules? )
Attention!

After pushing the button you have 60 seconds to check if the RTU responds properly.
Please stay on this page while checking if all needed applications can connect.

The mast important things to check are ssh and web access.

Check Rules Apply Rules

You have successfully activated the firewall rules. |

6.4 Root user access

The RTU32M allows access to the RTU
operating system via a SSH client using the
standard RTU passwords used for web access.
Root level access is enabled in the System
Configuration> Services menu and should
only be enabled for advanced users that need
to perform diagnostics. If root access is
required a password must be created from
the Maintenance >Password menu.

Change 'root" user password
This is used for changing the root user password

Mew password:

Confirm new password
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7 RTU32M - Licensing

The RTU32M includes license options that
manage the RTU functionality and enable use
of advanced drivers and options, hence some
restrictions may be imposed, including limiting
the number of project 1/O variables, drivers
and driver tags/data points. The System
Overview page includes information about the
licensing, as shown in the example below.

The license limitations are managed by the
firmware of the RTU32M. If you try to start a
logic application in the RTU32M that exceeds
these limits, the project will NOT start and an
info message in the Runtime info window in
WorkSuite® will indicate the status of the
limits in your project.

7.1 Adding Drivers and Runtime Options

The RTU32M Licensing interface allows
loading and activation of runtime license
options. The RTU ID is used by the Brodersen
factory to generate a unique license code that
enables the required functionality.

If you need additional drivers or

Features & Drivers

MultiTask Runtime Licensed
HSR/PRP Licensed
256 10s Mot licensed
512 10s Mot licensed
4096 10s Mot licensed
16384 10s Mot licensed
Unlimited IOs Licensed
200 MHz CPU Mot licensed
500 MHz CPU Mot licensed
900 MHz CPU Licensed
123 MB RAM Mot licensed
256 MB RAM Licensed
Modbus Master/Slave Licensed
IEC_50870-5-101 Slave Licensed
IEC_60870-5-104 Client Licensed
IEC_60870-5-104 Server Licensed
DF1 Master Licensed
DNP3 Master Licensed
DNP3 Slave Licensed
WITS-DNP3 Slave Licensed
1EC 51850 Client Licensed
IEC 61850 Server Licensed
SNMP Client Licensed
Ethernet/IP Licensed
MQTT Client Licensed
Licensing
System Overview RTU ID: 171b89d2625d7b6d
Hardware Overview
Runtime Settings
1/0 Board Se.tl\ngs. Install kev
System Configuration
Maln!enance License Key I ]
« Firmware update
« Password 0
* Reboot )

other increased functionality that
requires a license upgrade, please
contact  Brodersen or  your
authorized distributor and provide
them with the RTU ID and details of
the license requirements. You will
then be sent a new license key that
can be pasted into the License Key
field and then select ‘Apply’ to
activate the new license options.

The example here shows a RTU
licensed with many driver and

Installed keys

@LiCEHSE key 1: UZFsdGVEXL B/ IBMuT+nE3rL2EGr4pS

Licensed drivers:
IEC_60870-5-101 Master
IEC_60870-5-104 Client
IEC_60870-5-103 Master
IEC 61850 Server

DNP3 Slave

MQTT Client
EtherNET/IP

SMNMP Agent

OPC UA Server

Licensed features:
MultiTask Runtime
Unlimited 10s

256 MB RAM

E/ MG QSIS 2 ROIKYKWE ySUVASS OGS 3F e/ TuDi XADQCaGk +omk Mw/f==

IEC_60870-5-101 Slave
IEC_60870-5-104 Server
IEC 61850 Client

DMP3 Master
WITS-DNP3 Slave

DF1 Master

ProfiNET

SHMP Client

HSR/PRP
CPU 500 MHz

functionality options.
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8  Getting Online with your RTU32M

8.1

System Overview Web Page

The first page that you access when you enter the RTU32M Web pages is the System Overview page:

Hardwars Overview
Runtime Settings
1/O Board Settings

WITS-DNP2 Slave

CPU Temp: 56.6 °C

hﬂBRODERSEN

System Overview

Local Area Network (LAN) settings

This section displays 2 summary of your LAN network settings. These settings indicate the current

configuration of your LAN ports.

Prefered DNS Servar
Alternate DNS Server
MAC address

Local IP Address
Subnet mask

Default gateway
Prefered DNS Server
Alternate DNS Server

Project Information

Project Name
Project Runtime Start

System Configuration Network Settings LAN1 etho
Maintenance Obtain an IP Address via DHCP DISABLED
Utilities Local IP Address 192.168.0.1
Firewall Subnet mask 255.255.255.0
DNP2 Slave Default gateway

RX/TX Bytes 0.8/0.3 MiB
User name: admin
User group: Administrators Network Settings LAN2 ethi
| Log out | Obtain an IP Address via DHCP ENABLED

CPU Load: 67.4 %

5 “’L ? :_ - MAC address F8:DC:7A:1F:73:BE
emory Usage: 29.6 % RX/TX Bytes 0.1/0.0 MiB

Board Temp: 35.5 °C

Board Type: RTUI2M Hostname rtu32

RTU322M_Demo?9

2020/07/14 05:55:03.163

Project 10 count 54

Project Build Time 2020/07/14 05:58:42
Project Build Version 205

Project Build CRC 16=6f07cc00
RTU32 Version Information

RTU22 Firmware Version 1.65.5.173

RTU322 Firmware Date 2020/04/27

RTU32 Firmware ID 52046

Runtime Version 8.7.150121

RTU32 Image Dats 2020

RTU22 Image Version
RTU32 Image Build Version
RTU32 Device Tree version

4.1.15-2.0.0.136%+g0a8cb4d

1371
1219

F8:DC:7A:1F:73:BF

1592.168.11.24
255.255.255.0
192.168.11.1
192.168.11.1

On this page you will get an overview of the network settings, project application that is running in the RTU, I/O
count, the RTU status and version information. If you are contacting your support office or distributor, you will
always be asked for the RTU32M Firmware Version Information e.g., 1.65.5.173 and the RTU Image Build Version
e.g., 1363.
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8.2 Hardware Overview Web Page

RTU32M Series User Guide

The hardware overview page shows the current I/0O configuration status. It lists the physical internal I/O and any
RTU32M style expansion 1/O connected via the LB2 bus. You are able to read the status of each input or output.
In the example shown here, the RTU32M is connected with 3x LB2 expansion I/O modules. The status of the
various analog and digital values can be seen.

Note: an appropriate logic application must be loaded/running for the hardware overview to show status values.

Hardware Overview

System Overview Current I/0 Status
Runtime Settings BN Input
1/0 Board Settings I Output

System Configuration
Maintenance

Utilities

Firawall

DNPZ2 Slave
WITS-DNP3 Slave

1T

User name: admin

User group: Administrators

| Log out |

0
1
p
3
4
5
6
7
8
9
1
1

Main Settings

8.3 Runtime Settings / Main Settings Communication
The Runtime settings menu allows Port (Main) sz | ©
. . . . Port (Binding) soon | O
adjustment of the runtime (logic ‘engine’) sore (vant Log) s ] ©
Setup Use Serizl Remote Access Protocol (SP5)
’ Serial Settings COM1:9600,N,8,1,RE L
Mode Address i L1
. . . . Modem Init String  [AT ED VO &C1 50=1 0
8.3.1 Maln SEttlngs / communlcatlon Use Serizl Remaote Access Protocol (SPS5) &
. . . Serial Settings COM1:9600,N,8,1,RE L1
Configuration ~ of  start-up  settings, o g — o

communication ports and enabling of Modem Init String  [AT E0 VO &C1 50=1 “
Remote Access Protocols.

Startup ©

Port (Main) - is used for Brodersen Mo Start

. . . . Cold Start
WorkSuite® communications. Default is 502 ® Warm Start (Load RETAIN Variables)

Hot Restart
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- this port is also used for the ModbusTCP
Server.

RTU32M Series User Guide

Port (Binding) - is used by the event based
binding protocol, where two or more
RTU32s can exchange data (redundancy
mode). Default is 9000.

Port (Event log) - is for access to RTU System
Logs, either by connecting using telnet or the
Brodersen Event Viewer tool. Default is 911.

Enable Serial Remote Access Protocol (SP5)

This protocol allows remote serial communication from the Brodersen WorkSuite® and is well suited to
communication using serial radios and modems. e.g. if you have the RTU32M placed on a remote site connected
via serial communication using multi-drop radio or line connection — or even a dialup connection, you are able
to remotely connect to the RTU32M with the Brodersen WorkSuite® and work online as if it was on your
workshop table. The speed will however be slower depending on your actual serial communication speed. It is
possible to attach this protocol to two communication ports.

Serial settings

The syntax is: [M]COM{n}:{b},{p},{d},{s}[,h][,LL] and the parameters in brackets [ ] are optional:
[M] Use modem connection

{n} Number of the COM port to be used (1 ... 8)

{b} Allowed speeds: 300,600,1200,2400,4800,9600,19200,38400,57600,115200

{p} Parity: N,E,O (None,Even,Odd)

{d} Data bits: 7 or 8

{s} Stop bits:1o0r2

[h] RTS/CTS handshaking where h is either RD,RE,RT:l:t or RC:I:t. In the COM port section you will find details
of how to use these parameters.

[LL] Log all bytes received and transmitted into the system log (port 911)

The following example shows setting for communicating on COM1 port, at 19200 baud, with Even parity, 8
data bits and 1 stop bit: COM1:19200,E,8,1

Here a modem usage is enabled: MCOM2:9600,N,8,1

Here logging is enabled: COM1:9600,N,8,1,LL

Node address
Node Address (or Unit number) identifies the RTU32 on a multi drop network. The default number for
RTU32M on a peer-to-peer network is 1. The address must be a value from 1 to 32767.

Modem Init String
Here you enter the initialization string (AT commands) when using a modem.
RTU32M default is: AT EO VO &C1 S0=1

8.3.2 Main Settings / Start-up

The start-up option specifies how the logic application is started when the RTU32M is powered up. The
possible options are:

No Start — logic application is NOT started when booting the RTU32.

Cold Start — logic application is started without loading retained variables.
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Warm Start — logic application is started and retained variables are loaded (default) **.
Hot Restart — Only supported with battery backed RAM option and in Redundancy configuration!

V4

RTU32M Series User Guide

** Note: RTU32M has 4kB NV FRAM for retained variables (e.g., 1000x 32bit values). If a larger

number of variables need to be retained, they can be managed using a SD card with the

F_SAVERETAIN and F_LOADRETAIN function blocks.

Eg. Boot from SD card: ‘etc/rtu32/retain.bin’. Boot from Internal flash using SD card:
‘/run/media/mmcblkOp1/retain.bin’.

8.3.3 Main Settings / Options Options

Use UTC time for real time clock functions.

If enabled, it instructs all logic real time Use UTC time for real time clack functions ©
functions (e.g., DTCurDate, DTCurTime [J Enable Multi Task © N
and day time) to return time in UTC. UTC [ allow only signed Application code to run &

R L . . . Public key file does not exist, Please upload
tlm.e Is not adJUStEd accordlng to dayllght Public key file: | Choose file [ Mo file chosen
savings.

If this parameter is disabled, then time is
returned in local time.

Note: Drivers that are implemented via PLC Functions — like the IEC60870 Driver — will use the logic time stamp
for events. Other drivers may take standard windows time or whatever time is defined in the applicable
standards e.g. DNP3 always uses UTC time.

Enable Multitask

This is a licensed option allowing the RTU to run up to 4x independent logic tasks (global variables can be
accessed from any/all tasks).
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8.3.4 Signed Application Code

If ‘Allow only signed Application code to run’ is enabled, then an additional layer of security is added to logic
applications and RTU firmware updates (SWU files) using RSA public-key cryptosystem techniques. WorkSuite®
generates a public key (shared by WorkSuite® to encrypt authorisation and the RTU to decrypt authorisation)
and a private key (used by WorkSuite® to encrypt authorisation).

Keys are generated from the
WorkSuite® Tools menu. Select
Brodersen>RTU32 Application
Code Signing Tool, set the
location where keys are to be
stored and select Generate.

eg. if using C: \Temp then

- Apublickey rsa-public.pem
will be generated and
stored in C:\Temp

- A private key rsa-
private.pem will be
generated and stored in
C:\Temp

If the ‘ Enable code signing’
check box is selected, then
future compilations of RTU
application logic will include an
encrypted signature.

Application code signing in progress ..
> Generating signature... Successfully

> Yalidating signature... Succesfully
> No errar detected

Cross references Call tree

Took

L

| /N

Window Help

Options_

Customze
RSA certificate
Location: C: \TEMP | E]
Public Key filename: rsa-public
Private Key flename:  rsa-private

Generate Html Documdg

Build Monitoring Application
History. RTU322 Application Code Signing To
Global Binding Editor RSA certificate
Compare Project Location:
Clients : )

E Public Key filename: rsa-public
SCL Egror Private Key flename:  rza-private

Communication Setti

| Enable code signing |

Runtime Parameters

Import.

Export

Automation Script

Brodersen

RTU32 IO Firmware Upgrade

RTU32 Appiication Code Signing Tool

When compiling code in
WorkSuite® with the code
signing feature enabled, the
last part of the compilation
process shows the status of the
signature generation and
validation.

To enable the use of signed application code in the RTU,
select ‘Allow only signed Application code to run’, from

the web server page Runtime Settings>Main

Settings>Options.

You must also then also upload the Public key file
generated by WorkSuite® to the RTU, by selecting

Options

¥ Use UTC time for real time clock functions ©
Enable Multi Task &
¥ Allow only signed Application code to run ©

—ublic ey file does nat exist Please upload
Public key file: | Choose file | rsa-public.pem
File uploaded sucessfully
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‘Choose file’ and then browsing to the location where
the key file is stored e.g. C:\Temp as used earlier.

RTU32M Series User Guide

The public key file will then be sent to the RTU (as an
encrypted packet sent securely using SSH) and stored as
rtu32-app-public.pem in /etc./rtu32.

Note: important that the ‘File uploaded successfully’ statement appears. You may need to ensure that your
browser is not catching old JavaScript files (use CTRL-F5 to force reload).

Ensure changes are applied by selecting Apply and then

reboot the RTU. Download the code to the RTU from
WorkSuite® and check the RTU is in the RUN state from
the Debug status window.

If the RTU will not run, check the Runtime window. If “Validating application code signature ..
the Signature file is missing or invalid the following error ** Unable to start application because signature is invalid
7’

X Errar 1 while loading
message will be shown.
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8.3.5 Main Settings / Binding Protocol Timing

RTU32M Series User Guide

When using binding on slower network connections like some
optical fiber modems or GPRS/3G wireless connections, you will Binding Protocol Timing
need to adjust the timing for the Binding driver.

(28]
@

Heartbeat period (sec.)

L
[

Binding Timeout {sec.)

Heartbeat period — how often the binding link connection is checked.

Binding Time-out — time-out on link check and general binding events.

8.4 Runtime / Redundancy Settings

The RTU32M supports three different
redundancy modes. The modes are
managed from the RTU web server and

include. E

1. Dual I/Os - 2x RTUs with their own 1/0.
RTUs are connected together using
CMO2A modules (each module has 1x
serial port and 1x Ethernet port). E

2. Shared 1/Os - 2x CPU on left side of 1/0.
CPUs are connected together using a
RLO2A module through:

M8-USB cable for MP32A-Rev A

M8-M8 cable for MP32A-Rev B E
(This type of redundancy is not
supported for MP32A-RevC).
M8-M8 cable for MP32A-Rev D

3. Shared 1/Os - A CPU on each side of the | Redundancy Settings

1/0.
CPUs are connected together using Use Redundancy @
CMO2A modules (each module has 1x
serial port and 1x Ethernet port) Partners RTU32
Redundancy Operation Principles — .
i 1P Address w |.Jo |0 |2 |©
the redundancy option allows two Main Port 50z | ©
RTUs/CPUs to run as partners, where Port used for Replication s00: | @
one is active and the other is passive.
The active CPU keeps the passive This RTU32
updated (Wlth. both Ioglc and rea‘l time ort used for Relcation oo ©
data), so that if the active CPU fails, the Second Live Link Port Coms  w| O
passive CPU switches to active mode Second Live Link Timeout 2 _1*
. ) Primary Partner True w| &
and ‘hot restarts’. LB2 I/0 redundancy type R3LiShared 1/0s: This CPU leftof 1/0s__¥¢| ©
H H R1:Dual I/0s: 1/0s not shared 3
Changeover typlca”y occursin Iess RZ:S::red I?Os: Elsﬂ::csptfsrf:n left of 1/0s
than Timeouts (milliseconds) R3R:Shared 1/0s: This CPU right of 1/0s
50 milli-seconds once failure is -
d d Connection to Partner 1000 L1
etected. Active Runtime Detection 1000 Li ]
Passive Runtime Detection 1000 L1}
8.4.1 Redundancy / Partners RTU32 Data Replication L g
Gateway Exchanges 5000 L1
Each CPU needs to know the IP address When Passive Starts 10000 | ©

and port settings of its ‘partner’ RTU32.
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8.4.2 Redundancy / This RTU32

Each CPU needs to know if it is the
Primary or Standby partner (left CPU is
primary by default) and which
redundancy mode it is using.

RTU32M Series User Guide

8.4.3 Redundancy Timeouts

The timeout settings define various
connection and heartbeat periods -
default settings are recommended.
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9 System Configuration

= Wireless Modem

= WPMN . .

- includes an option to
- me
« Servicas ‘lock’ the COM port

= Wser Administration

assignment.

9.2 RTU Network Settings

On the System Configuration>Network Settings
page you can change the LAN port settings to fit
your local network. You can assign fixed IP
addresses or select DHCP to have the address set
by a router. You can then gain access to the
RTU32M with your browser, SFTP client or
Brodersen WorkSuite® in your LAN network. You
can also change the RTU Host Name. The default
host name of the RTU32M is rtu32.

If the RTU32M is connected with both LAN ports
to the same network segment, you can enable the
“Work as independent NICs”-option, and the
network traffic will be routed correctly to the two
LAN ports.

After entering new settings, click Apply to save.
Note that the new settings are activated within a
few seconds (you do not need to restart/reboot
the RTU32M.

9.3 Adding a USB-Ethernet adapter

The RTU32M supports addition of a USB Ethernet
Adapter (Important, use only the Brodersen USB
Ethernet adapter). After inserting the USB
Ethernet adapter, ETHERNET LAN 3 will be
included on the Network Settings web page and it
must be configured in the same way as LAN 1
andLAN2.

System Configurstien 9.1 Serial Ports Card
* Metwark This web pages shows if
= Metwork Redundancy .

. Wi Serial; Port modules

have been detected and

Serial Ports Card Settings

Serial Ports Card detected

0: SPO4A Card 1 (COM Port 1-4)

Lock COM Port number assignment

Serial Mumber: N/&

0 o

Network Settings

Ethernet LAN 1

etho

Obtain an IP Address via DHCP
IP address

Subnet mask

Default gateway

Preferred DNS Server
Alternate DNS Server

Ethernet LAN 2

ethl

Obtain an IP Address via DHCP
IP address

Subnet mask

Default gateway

Preferred DNS Server
Alternate DNS Server

Work as independent NICs

Ethernet USB Lan Adapter

Allow Ethernet LAN USB adapter to be used

Hostname

Current hostname

192 |.[168 |.[3 116
255 .|255 .|255 |.0
192 |.[we .|z 1
192 .[w.e |3 2
O e

(]
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9.4 Network Redundancy Protocols

Modern substation automation systems use
network redundancy to improve reliability and
network changeover times. The RTU32M
System Configuration>Network Redundancy
page allows selection of network redundancy
protocols HSR (High Availability Seamless
Redundancy — where both LAN ports are used to
ensure two network paths exist between
adjacent nodes in a ring format), or PRP (Parallel
Redundancy Protocol — where both LAN ports
are used to communicate via
independent/separated networks).

9.4.1

- Select HSR
- Select the correct HSR version.

Network Redundancy Settings

Network Redundancy Protocols

Enable Network Redundancy O

Protocol HSR v | ©

HSR Version o|v| @

HSR/PRP Supervision 0 Li]

IP address iz .|i68 .|z . |20
Subnet mask 255 .|255 .|255 .|O
HSR Clone MAC O e

HSR — High Availability Seamless Redundancy

- HSR/PRP supervision “Specifies the last byte of the multicast address used for HSR/PRP supervision.”
- Enter the IP Address that will be common for both LAN interfaces.

- Enter subnet mask or use default.

- HSR clone MAC address specifies whether the ethO adapters MAC is used for both LAN adapters

(supported by HSR only).

PRP - Parallel Redundancy Protocol
- Select PRP

- HSR/PRP supervision “Specifies the last byte of the multicast address used for HSR/PRP supervision.”
- Enter the IP Address that will be common for both LAN interfaces.

- Enter subnet mask or use default.
- HSR clone MAC is only supported by HSR.

9.5 Network Redundancy - Bonding

Network Bonding allows both RTU LAN ports to act as a single interface to allow primary/standby modes or

load balancing in network redundancy applications.

Network Bonding
Enable Metwork Bonding

Obtain an IP Address via DHCP
IP address

Subnet mask

Default gateway

Preferred DMNS Server
Alternate DNS Server

Mode Active-Backup ¥

Active-Backup:

Only one slave is active. The other slave becomes
active only if, the active slave fails.

Thiz mode provides faplt tolerance.

w
Balance-ER.:

Tranzmit packets in sequential order from the first
available slave through the last.

This mode provides load balancing and fanlt
tolerance.

Balance-XOR:
Tranzmit packets based on [(source MAC address

The four bonding modes include:

- Active- Backup
- Balance—RR

- Balance — XOR
- Broadcast

type ID) modulo slave count].
This mode provides load balancing and fanlt
tolerance.

Broadcast:
Tranzmits everything on both slave interfaces.
Thiz mode provides faplt tolerance.

XOR'd with destination MAC address X OR. packet
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9.6 RTU Wifi Settings

The RTU32M supports addition of a USB
WiFi Adapter to add an access point
(default mode) or managed node
(Important, use only Brodersen

Wifi-USB Settings

Wifi USB adapter

recommended USB adapters). The Allow Wifi USB adapter to be used (1]

. . Wifi Count : o
adapter can be disabled, configured and e [ox : DEmARK ==
the mode changed from the Wifi-USB @ Use wifi as an Access Point
Settings page.. (D) Use Wifi as an extra Network Adapter "wlan0'

After inserting the USB Wifi adapter, an Wifi Access Point Settings ©

additional IP port will be added to the
Network Settings web page.

The RTU can be accessed on the wifi network using address @ 152.168.10.1
The wifi netweork allows 5 simultansous connections ta the RTU.

Access Point Name (35ID) |Brodersen | ©
Network Settings USB-WIFI as Access Point

Obtain an IP Address via DHCP Access Code |sssnnsan | ODOe
Local IP Address
Subnet mask

Default gatenay Wifi Network Adapter Settings ©

prefered DNS Server wlano
Alternate DMS Server DISABLED . .
MAC address 192.168.10.1 Connect to Access Point (S51D) Brodersen g
RX/TX Bytes 255.255.255.0 Aecess Code o .
Select from available Access Points TP-LINK_Extender_6D29FF v 0
AD:54:8F:55:F7:BF
0-0/0.0 MiB Wifi Dongle Status ©

The USB WIFI dongle is currently connected to the RTU

Ceonnected devices:
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9.7 Wireless Modem Settings

RTU32M Series User Guide

The RTU32M supports Brodersen
IM51A and IM51B 3g/4g modems via a

USB pOFt- Enable Wireless Modem ©

Wireless Modem Settings

Modem Connection
In order to ensure the modem

Operates you Wl“ need to enter a“ Access Point Name (&PN) internet Li]

. Phone Number *3g9% Li]
credentials correctly. The webpage Username P
includes small help icons - put the Password I 10 e
cursor on them and you will get details Use as default route o

Log activity to system log D [i]

for each item.
Security Settings

The modem connection status will be shown.| encrypted password (pas)

Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP (MS-CHAP)

Modem Connection Status Microsoft CHAP Version 2 (MS-CHAP v2)

[ER< RN NN
L N-N-N-N-

Microsoft MPPE Encryption

Wireless Modem

Wireless Modem IP Address Mot detected

Mot connected &

Route Settings

1P address 1 IDI I/

If a connection is established, an
additional IP port will also be added to
the Network Settings web page.

9.7.1 Wireless Modem Control from Logic

If you want to control the connection from the RTU logic application, you must select Connection Control from
application. And then in your logic application use the Function Block ‘Connect3G’ (found in the Dial-up
function group). e o=

Pt fomet Vew sen

Connect3G function block is used to control the UCM-94 modem.

VAR_INPUT:
RUN : BOOL;
When TRUE the function black will attempt to connect the UCM-94 to the intenet, using
Connect 3G —aRUN Connectedy parameters defined on the Modem Configuration sheet on the web server.
Leg_aé Ao Connectingy o6 B(;z::omecnon will be kept open until RUN is set to false.
a0 — ARetrylnterval ConnestionNumber The WorkSuite application can control the connection log using this parameter
) Retryinterval : DWORD;
SecondsTolextConnaction 0 If the modem can not connect successfully to the internet then a connection will be retried
Statusp using the interval specified here. The interval is specified in seconds.
The special value -1 means that the Modem Retry Interval specified on the web page is used.
VAR_OUTPUT
— Connected : BOOL;
lom | k Indicates the current reported connection state of the modem.
Connecting : BOOL;
Is set o true during the connection procedure until a connection is established.
[ Counters o ConnectionNumber :UDINT;
. This variable s Incremented every time 3 new connection s attempted.
= [ DialUp SecondsToNextConnection : UDINT;
This shows number of seconds until next connection is attempted.
COMMECT 3G [*Remote Metwork... I Special value Oxffff-fif indicates that RUN = FALSE.
ml Status : UDINT;
COMMECTWPN [*Remate Metwar... This parsmeter shows the status of curent dial sttemet
DIALUP [*Dial 3 modem connecti.. | = §0  PENDING
i 3 507  ERROR_EVENT_INVALID
GETIGMODEMSTAT [*Read =ig... 619 ERROR_PORT_DISCONNECTED
|4 623  ERROR_CANNOT_FIND_PHONEBOOK_ENTRY
GETCOMMSTATE ["Get conmmmur. . 628 ERROR_DISCONNECTION
631  ERROR_USER_DISCONNECTION
T} GETDRWACTIVE [*Get COMx cur 633 ERROR_PORT_NOT_AVAILABLE
666 ERROR_DEVICE_NOT_READY
T} GETDRYHAMDLET [*Get handle .. 676 ERRORLINE BUSY
678 ERROR_NO_ANSWER
- : 679 ERROR_NO_CARRIER
GETODRWSTATE [FGet driver stat... R
¥ 69  ERROR_STATE_MACHINES_ALREADY_STARTED
HANGUP [*Hang-up & modem co... R o
75  ERROR_POWER_OFF_CD
Ej DNP3 87 ERROR_INVALID_PARAMETER
- [ Files ik

Note: The Settings Overview web page will include the modem connection status at the bottom of the web
page if the modem is connected. It will also show you the IP address assigned on the cellular network.
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9.8 VPN Settings

The RTU VPN Client supports PPTP and
L2TP (IPsec) connections for up to two
VPN Servers.

The settings for each VPN server
interface can be adjusted from this
webpage.

The VPN connection status will be
shown and if a connection is
established, an additional IP port will
also be added to the Network Settings
web page.

In order to ensure the VPN client
connects you will need to enter all
credentials correctly. The webpage
includes small help icons - just put the
cursor on them and you will get details
for each item.

Controlling the connection of the VPN
Client is managed from the RTU logic
application. Use the Function Block
ConnectVPN found in the Dial-up
function block group to manage VPN
connections.

VPN Settings

VPN Connection

VPN Connection number E Li ]

VPN Type [~ @

Server IP Address |

Username Lt ]

Password | 10 @

Pre-shared Key | | O e

Enable routing 0O e

Remote subnet 0 0 o 0 2
Li]

Log activity to system log O e

Security Settings

Unencrypted password {PAP) Oe

Challenge Handshake Authentication Protocol {CHAP) Oe

Microsoft CHAP (MS-CHAP) Oe

Microsoft CHAP Version 2 (MS-CHAP v2) O e

COMMECTVPN [*Fiemote Networ... [
DIALUR [Dial @ modem connecti...
GET3GMODEMSTAT [*Read =ig... Enabled
GETCOMMSTATE [*Get commun...

1 Counters - CONMNECTYPNEX
= 3 Diallp VPN_TunnelMo TunnelMo Connected
COMMECT3G [*Remate Metwark... Farce VPN RUN Eennacting

LOG ConnectionMumbser
Retry|nterval SecondsToMextConnection
Status

m
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9.9 RTU Time Settings

9.10 The time settings web page is used to configure and set the RTU32M real-time clock.

9.10.1 Time Settings

You can define if the RTU should be
synchronized via a NTP Server, a PTP
Server or you can use other
synchronization options like manual
time setting or synchronization via
utility drivers that include this
functionality, such as IEC60870 or DNP3.

NOTE: The time shown on the webpage
is running in software and is only
updated when the page is refreshed.

9.10.2 NTP Server

When set for synchronizing to a NTP
Server you must define the NTP Server
IP address or domain name. If you use a
domain name, you must ensure that
you have defined a DNS Server address
in the network configuration. Update
threshold can be set from 2 to 20160
minutes.

9.10.3 Time Zone

If you use local time you have to set the
time zone correctly. By default, it is
setup for Co-ordinated Universal Time
(UTC).

9.10.4 PTP Server

When set for synchronizing to a PTP
Server you must set the configuration
exactly as the PTP Server.

9.10.5 Manual time setup

When set for manually synchronization,
the time in the RTU can be set manually
from the webpage or automatically by a
utility protocol, which supports time
synchronization.

When clicking the button “Send PC
Time”, the current time and date is
taken from the PC and send to the RTU.
When clicking the button “Send Time”,

Time Settings

To maintain the system time automatically, select Synchronize to time server (NTP) or
Synchronize to time server (PTP).

To set time manually, select Set time manually

Time synchronization method

@ Synchronize to time server (NTP)
O Synchronize to time server (PTF)
O Set time manually

Time server (NTP)

To synchronize the RTU32 system clock with a time server, specify the name of a NTP server or
multiple servers - Separate each server by a comma ().

“ou can obtain a time server name from your ISR

Time server name(s): ID.uI-c.pooI.ntp.org

Update threshold (sec.): ILDUD

Current time

Time in RTU32: @ 8/17/2022, 10:03:32 AM

Time in PC: 8/17/2022, 12:03:33 PM
Time zone

Set the time zone for the system clock.

Time zone: | uTC ~

D Automatically adjust clock for daylight saving changes

| Time Settings

To maintain the system time automatically, select Synchronize to time server (NTP) or
Synchronize to time server (PTP).
To set time manually, select Set time manually

Time synchronization method

O Synchronize to time server (NTF)
@ Synchronize to time server (FTP)
O Set time manually

Time server (PTP)
To synchronize the RTU32 system clock with a time server running PTF, configure the options

below.
Domain number: 0
Metwork protocol: UDPva4

Grandmaster priority 1: |255
Grandmaster priority 2: |255
Delay mechanism: E2E v

Time Settings

To maintain the system time automatically, select Synchronize to time server (NTP) or
Anl Synchronize to time server (PTP).

5y To set time manually, select Set time manually

Time synchronization method

O Synchronize to time server (NTF)

O Synchronize to time server (PTF)
@ Set time manually

Set time manually
Select the date and time for your RTU3Z.

Date:|17/08/2022  [iH]
Time:|1.2 |03 |09 |_SendTime_|

[ send PC Time |
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the time and date entered in the
textboxes are sent to the RTU.
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9.11 Services

The Services Settings page allows for the enabling and disabling of the different services running in the RTU.

9.11.1 Syslog Reporting Service
You can define if the RTU should send syslog messages to a Syslog server.

The RTU can report the following events to the syslog server from web server:

User logged successfully.
User login failed.

User logged out.

User session timed out.
Password changed.

Time settings changed.
User settings changed.
RTU is rebooting.

Saving a configuration file
Network settings changed

The RTU can report the following events to the syslog server from the Runtime:

e Project started.
e Project stopped.

9.12 User Administration

The User Administration page allows setup of usernames and passwords. Each user is associated to a group of
users —there can be up to 10 users in each group.

User Administration
The three user groups have increasing levels of e setem Overvien Add User
privileges and include: Runtime Settings
1/O Board Settings User name:
System Configuration Password:
© Network Confirm Password :
Guests Read only access.  Network Redundaney User group:
. . = Time
Superusers Full access and configuration, except . Services -
for the Maintenance
H Utiliti
Security pages (read only) NP3 Save Users
Administrators Full access and configuration access Veer name: user group:
admin Administrators
User name: admin
User group: Administrators
201B/0B/16

When adding new user to the RTU, remember to set a complex password, which is unique for every user.
Furthermore use a secure method when handling over the user credentials to the intended person.
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10 Maintenance

10.1 Firmware Update

The Firmware Update interface allows
loading of updates to the RTU.

Update files with a. swu extension are
selected using the “Choose File”
button, then loaded to the RTU.

The update script provides feedback to
the user as the update progresses, as
shown in the example below.

Note: sometimes the firmware update
may fail to report it has completed. If
this occurs, reboot the RTU and check
the System Overview page to see if the
firmware version information has been
updated.

10.2 Reboot

» System Overview
» Runtime Settings
» 1/0 Board Settings
System Configuration
* Network
* Network Redundancy
= Time
* Services
~_User Administration

» Maintenance

* Licensing
* Password
* Reboot
Utilities
» DNP3 Slave

User name: admin
User group: Administrators

2018/08/16

CPU Temp: 55.8 °C
Load: 0.84 0.71 0.71
Memory Usage: 51.2 %
Board Temp: 34 °C

Firmware Update

Firmware file: | Choose file | No file chosen

Status Messages

Waiting for requests...

[network_initializer] : Main thread sleep again !

SWUPDATE successful !

[install_raw_file] : Installing file tSlinux on /usr/bin/tSlinux
[install_single_image] : Found installer for stream tSlinux rawfile
[execute_shell_script] : Calling shell script /tmp/preinstall.sh : return with 0
Installation in progress

[network_initializer] : Valid image found: copying to FLASH

[extract_files] : Found file: filename preinstall.sh size 241 required

[extract_files] : Found file: filename tSlinux size 2385060 required

[check_hw_t ] : Hardware verified

[check_hw_compatibility] : Hardware ionrtuc-2v1 Revision: 1.00

[parse_files] : Found File tSlinux 1.65.5.28: tSlinux --> /usr/bin/tSlinux (ROOTFS) Version must
be checked

[parse_scripts] : Found Script: preinstall.sh
[parse_hw_compatibility] : Accepted Hw Revision : 1.00
[extract_file_to_tmp] : Found file: filename sw-description size 373
Software Update started !

File uploaded successfully

Uploading file: swupdate-runtime_1.65.05.28.swu size: 2386432 bytes

After changing parameters on the configuration pages, you must unless otherwise noted, run the reboot

function to activate the changes. After booting the RTU32M you can start working with Brodersen WorkSuite®

to create your application programs.

Reboot the RTU32

Pressing the Reboot button will restart the RTU32
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11 Utilities - Network Packet Capture

The Network Packet Capture utility allows IP traffic to be monitored and saved to a .pcap file. The file can then
be uploaded to a PC and viewed by applications including Wireshark. Capture begins when the start button is
selected. Files are ready for uploading when the capture is stopped.

hﬁsncnensem

Network Packet Capture
On this page it is possible to enable logging of network traffic. The data logged can be read by using
Microsoft Windows Network Monitor or WireShark. The files are ready for download after capturing is

System Overview stopped.

» VM Runtime Settings
1/0 Board Settings
System Configuration Configuration

Utilities Capture Size 50 o
Lan Adapter Any v| O
DTP> STave Port Number o | @
| start | Stop
User name: admin
User group: Administrators
2018/01/28 Status
Status Stopped
CPU Temp: 53.2 °C
Load: 1,78 1.62 1.64
Memory Usage: 54.1 %
Board Temp: -273.2 °C
Status
Status Installed - Stopped

Packet capture fils 1

Download

E.g., example below shows a captured DNP3 integrity poll and the response from the RTU32M can be viewed
in Wireshark. A dnp3 filter has been applied to allow the message to be decoded.

FEile  Edit
oo AN A BEXE|AeraTLIEE QAR @E® % B

|Z|Expre;smnm Clear Apply Save

Destination

View Go Capture Analyze Statistics Telephony Tools Internals Help

Filter: | dnp3

Mo. Time Source Protocel

Length Info

811 2015-07-21 14:39:54. 821000000
815 2015-07-21 14:39:54. 843000000

192.168.11.20
192.168.11.25

192.168.11.25
192.168.11. 20

DNP 3.0

81 from 1 to 3, Read, Class 0123
162 from 3 to 1, Response

1

Frame 815: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits)
Ethernet II, Src: AvalueTe_93:dd:97 (00:04:5f:93:dd:97), Dst: AvalueTe_8d:3f:f8 (00:04:5f:8d:3f:f8)
Internet Protocol version 4, Src: 192.168.11.25 (192.168.11.25), Dst: 192.168.11.20 (192.168.11.20)

Transmission Control Protocol, Src Port: 20000 (20000), Dst Port:

52987 (52987), Seq: 1, aAck: 28, Len: 108

Distributed network Protocol 3.0
pata Link Layer, Len: 91, From: 3, To: 1, PRM, unconfirmed user Data
@ Transport Layer: Oxc5 (FIR, FIN, Sequence 5)
= Application Layer: (FIR, FIN, Sequence 4, Response)
control: Oxcd4 (FIR, FIN, Sequence 4)
Function Code: Response (0x81)
Internal Indications: (0x0000)
RESPONSE Data oObjects
@ object(s): Ssingle-Bit Binary Input (0bj:01, var:01) (0x0101), 16 points
= object(s): Binary output Status (Obj:10, var:02) (0x0a02), 4 points
qQualifier Field, Prefix: None, Code: B-bit Start and Stop Indices
[Number of Items: 4]

=

o®

# Qualifier Field, Prefix:
[Number of Items: 4]

Point Number O (Quality:
Point Number 1 (Quality:
pPoint Number 2 (Quality:
pPoint Number 3 (Quality:

point Number O (Quality: online), value: 0
Point Number 1 (Quality: online), value: 0
Point Number 2 (Quality: online), value: 0
Point Number 3 (Quality: online), value: 0

@ Object(s): 32-Bit Binary Counter (0bj:20, wvar:01) (0x1401), 4 points
= object(s): 32-Bit analog Input (obj:30, var:01) (Ox1le0l), 4 points

None, Code: 8-bit Start and Stop Indices

online), value:
online), value:
online), value:
online), value:

cooomN

object(s): 32-Bit Analog output Status (0bj:40, var:01) (0x2801), 2 points
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12 DNP3 Slave — Configuration
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The DNP3 Slave Configuration
& DNP3 Slave Driver Settings 1 )
page allows slave setup
parameters to be edited ‘outside’ » System Overview DNP3 Link Settings (Ch 0/Sn 0)
. . . * Hardware Overview
Of the RTU |0gIC app|lcat|0n. » Runtime Settings Overwrite Link settings il
» 1/0 Board Settings Master Link Address f'éo_ogo
Link Settings [1] System Configuration Slave Link Address 101
» Maintenance
. .  Utiliti \. J
By default, the ‘Overwrite Link fissmoes
. . . DNP3 C ti Setti Cho0/Sno0
Settings’ parameter is disabled. If annection Sestings (Chojsna) |
enabled' the RTU W|“ read the IS DNPS STave Overwrite Connection settings v
. . ® Network TCP
DNP3 settings defined here, rather Connection Type -
than the settings defined in the User name: admin Network UDP
I . I. t. User group: Administrators ® Listening
OgIC application. Log out Endpoint Type Initiating
2020/04/13 Dual y
Connection Settings [2]
By default, the ‘Overwrite e Serial Configuration
. . . CPU Load: 34,6 %
Connection Settings’ parameter is Memory Usage: 40.5 % SaiBoit TR
disabled. If enabled, the RTU will s - onad T
read the DNP3 settings defined Data Bits [ev
. Stop Bits 1v
here, rather than the settings s
defined in the logic application.
Network Configuration
These parameters are stored in a ; ‘
: . L. Slave IP Address |127 |. [0 o |t
file (etc./rtu32/config/dnp3s.ini) Slave Port l20000_| v
. Master IP Address 1127 (.o .|o 1
that can be manipulated by the o Brt B |
logic application and/or
overwritten by the SCADA host. T ———
. . Location Name |Test Location o
NOte 1: the dnp3S.InI f||e IS ID Code/number ;{2‘2‘ o
created by the RTU if settings are Device name [Test RTU v

changed/applied.

Note 2: the parameters/values are
only read after a RTU restart/boot.
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Event Queues Configuration

Maximum Binary Input Events
Maximum Double Binary Input Events
Maximum Binary Output Events
Maximum Counter Events

Maximum Frozen Counter Events
Maximum Analogue Input Events
Maximum Analogue Output Events

(5]
1> ]

Unsolicited messages Configuration

100
100
100
20
20
20
20

| Use Configuration File

Unsolicited messages allowed bd
Enable Class 1 '
Enable Class 2 Ld
Enable Class 3
Event Class 1 Count 1
Event Class 2 Count 5
Event Class 3 Count 50
Event Class 1 Delay {(mS) 1000
Event Class 2 Delay (m3) 20000
Event Class 3 Delay (mS)
\ J
1
6 4
Configuration File
Ld

Apply || Cancel

DNP3 Application Layer Settings [3]:

The application layer settings allow setup of the size of DNP3
event queues and event reporting rules outside of the logic
application. The application layer settings from the dnp3s.ini
file are used instead of the values defined in the Fieldbus
Editor application layer settings associated to the logic
application, if the dnp3s.ini file exists.

DNP3 Points Configuration File [4]:

The parameter ‘Use Configuration File’ determines if the RTU
reads the DNP point parameters (eg. Event class, threshold,
debounce etc) from an external file (etc/rtu32/dnp3cfg.act), or
from the DNP3 slave profile associated to the logic application.

Further details regarding ‘Host Managed DNP3 Slave Setup’
where the RTU32 DNP3 slave setup is managed outside of the
logic application is available in a separate document.
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13 Getting Started with the Brodersen WorkSuite® tools (3.9.2)
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13.1 Introduction

The Brodersen WorkSuite® Package includes all software required to configure and program the Brodersen
RTU32 Series.

The software components included in the package include:
- Brodersen WorkSuite® PLC configuration and programming tool.
- WIBUKey driver for the USB license key dongle for WorkSuite®.
- RTU32 Series tool package including:
o Event Viewer —the telnet tool used for monitoring the System Log(s) in RTU32 Series products.
o RTU32 Search tool for scanning and finding RTU32 products running on networks.

All software is installed in one installation process. The installation process will ask you what software to install
and after making your selection, the installation process will run automatically and install and configure the all
software, making it easy for you to begin working with configuration and programming of the Brodersen RTU32
Series products.

13.2 Installing the Brodersen WorkSuite® Package

Go to our website www.brodersen.com and find the WorkSuite® Installation Guide. It will guide you through all
the installation details.

13.3 WorkSuite® License

The WorkSuite® tool requires a license to configure and program RTUs. Without a license the software package
works in DEMO mode.

The license is locked to a USB hardware dongle that is included in the package. In the package you find also the
WorkSuite® License Certificate with a License id number required to enter in the License utility after installing
the software.

The standard license offers the possibility to create an unlimited number of I/0O points in the RTU application
program. All variables associated to communications drivers (except for Modbus Slave) are also counted as I/Os.

13.4 Compatibility with STRATON Workbench

The Brodersen WorkSuite® Package replaces all versions of STRATON Workbench. The WorkSuite® is backwards
compatible with all STRATON versions and supports directly any older STRATON version 5.x, 6.x, 7.x and 8.x
projects.

WorkSuite® is a Brodersen OEM version of STRATON, but includes a range of additional facilities:

1. One installation process for WorkSuite® - installs all software including license key drivers and all drivers,
functions and Brodersen Tools supported by the RTU32 Series products.

2. Eliminates the need to install special hardware libraries, tools etc. After the installation of the WorkSuite®
Package you are ready to go.

3. All drivers supported by the RTU32 Series of products are available in WorkSuite®, making for easier software
version management.

Important Notes:

1. If you have existing licenses for STRATON Workbench version 8.x, they are 100% compatible with the
WorkSuite®.

2. If you have an older Straton license, please contact Brodersen at sales@brodersen.com or your local
representative for update prices. Please remember to include a copy of your current License Certificate.
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13.5 User documentation and training/guideline videos

RTU32M Series User Guide

When installing the Brodersen WorkSuite® package, User Guides and Manuals are installed as well. You get
access to these documents from the Help menu within WorkSuite®.

WorkSuite® has also implemented a help function that means that you can get help by pressing F1. If no valid
help opens, please check the PDF manuals available under the general WorkSuite® Help menu or check our
website www.brodersen.com for documentation.

We recommend that you use the Brodersen Training/Guideline Videos.
www.youtube.com/brodersensystems

Here you will find step-by-step guidelines with details of how to get started and how to setup drivers etc.
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14 RTU32M I/0 Setup in WorkSuite®

14.1 General

It is highly recommended to take a training course on the RTU32 product series and the WorkSuite® package. It
will save you a lot of time and is a good investment because you will get familiar with the software and hardware
and be able to quickly take advantage of all the RTU and WorkSuite® powerful features. Contact your local

distributor, or Brodersen for RTU/WorkSuite® training exercises.

Besides the basic WorkSuite® standard PLC programming environment and EN/IEC61131-3 programming

languages, there are some functions and features which are specific for the RTU32M Product Series.

14.2 WorkSuite® 1/0 Drivers for RTU32M

The WorkSuite® I/O Drivers for the RTU32M are used to
access the physical inputs and outputs. All RTU inputs
are read online when the PLC runtime cycle is started,
and all outputs are written online at the end of the
runtime cycle.

The RTU32M supports the Brodersen LB2 Series
expansion 1/0O modules via its modular backplane bus.

All 1/0s (including status flags/words) are stored in an
independent memory mapped database in the
RTU32M. The database is a mirror of the physical 1/0.
The WorkSuite® 1/O drivers handle the access to this
database. You can program your logic application
without any connected hardware.

You must be sure that you have the correct I/O configuration and modules when you try to run and debug your
application program on the RTU32M — or ensure that missing/future modules in your I/O configuration are set

to ‘not present’ as shown below.

i J
10

PRI

2 2 ‘ : ° ’ B a08a
RTU32M PS24A Dzoc AlDBA DO12R DK20c D020 DM20C

Ll #H

B omzoc

B Doizr

B Dozos

B pazas

B sPARE

b [ (Digital Inputs)

b L3 (Digital Outputs)

b Ld (Analogue Inputs)
=

oo (3 61

vy

B BECE

Chatter time (x 100 mS):
Chatter count:
Chatter block time (x 100 mS):

Digital Outputs configuration

Fault mode:

A )
3 E R & b b B i
Digital Inputs configuration
0 1 2 3 4 5 6 7 8
[0] RTU32M (Brodersen RTU32M) N v o o o o o o o o o
“ P counten O o O O o o o O O
Oebounce (nS): [o o I = = 0 O = | O = [ O = | = |
— & 0 & & = = = 0 0
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14.3 INTRODUCTION to LB2 1/O series

The Brodersen LB2 Series I/0 modules can be used with RTU32M & RTU32N Series products. The modules are
in two parts - the bottom part contains the backplane bus and top part contains the I/0O board and logic. All
LB2 modules can be hot swapped.

Each 1/0 module has a 200 MHz CPU to process I/0, perform filtering, SOE, debounce, module clock and
general module logic. Diagnostic variables are available for all modules - see the module datasheets for full
info. Firmware updates are handled from Brodersen WorkSuite®.

Use only genuine Brodersen bus cables for connection to Brodersen RTUs and for extension of /O module
blocks. The LB2 bus connection cables are a special build, to handle the power requirements and shielding to
run bus communications. The maximum overall length of a complete system is 5m. Each I/O module & Power
supply module is calculated as 2cm. The cables are available in various lengths from 25cm to 200cm.

Each LB2 Bus supports up to 60 I/0 modules.

LB2 Cables
Description Part Number
100cm LB2 Cable UCC-610/1
200cm LB2 Cable UCC-610/2
25cm LB2 Cable UCC-610/25
50cm LB2 Cable UCC-610/50

|0 MODULE BACKPLANE PARTS

Description Part Number
Bus I/O module Start BB21A
BUS I/0 module, Middle BB21B

BUS I/0 module, Expansion (End) | BB21C

BUS Power supply module, Start BB41A

BUS Power supply module, BB41B
Middle

BUS P/S module, Extend (power BB41E
to right side of P/S only)
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Description Part Number
BUS CPU module, Start BB61A

BUS CPU module, Middle BB61B

BUS CPU module, Redundant | BB61R
(Second MP32A)

BUS System module, Start BB81A

BUS System module, Middle | BB81B
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14.4 LB2 Series Module Configurator
All LB2 Series modules are configured in WorkSuite®.

RTU32M Series User Guide

After creating a new project, right click the project heading and select ‘Configure 1/0s with’ and select the
Brodersen RTU3210 options.

=
Fle EG View Imse Promct Took  Wingow  Help 1

(W= ¥ hH XX o=
Workspace

Exception
Pl Programs

@ Main a
Pl ‘Watch (for

WY Soise M e [commnie I ]
%3 Binding Co Monito FElarts [Active |Sawv.
§g Global def O

Communication Setings_

On Line

HH (Generic)

Inser New Foid

g:amab\es = Iﬂ* NE“’D = A Advantech APAX O ]
ypes nisert New Program & bditeubishi Controllar

(AllProjects) | @ Insen HMI Device [l Brodersen RTU32 10

g5 euic Projec

Clean Project

—

et B |
e ———

Then select the ‘Open I/Os’ icon in the top toolbar to access the Module Configurator.

—
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— ATuN b 3 (Digital Outputs)
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+H b [ (analogue Outputs)
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iH % BRODERSEN 4 b (Al
B RTU32 = = Rmﬂm b 3 (Digital Inputs)
[ - & [ (Digital Dutputs)
E - b [ (Analogue Inputs)
— +H b [ (Analogue Outputs)
L] % b [ (Cambined)
3] o b [ (Power Supplies)
&= o b L3 (Misc)
- 35
= o
| [0] RTU32N (Brodersen RTU32N) B+
H 4 [+
" [Name | Yalue %
Ao RTU32N oe
EH
=z
(e
. . ; [0] RTU32M (Brodersen RTU3ZM)
Double click in the Name/Value o bou
field to select RTU32N or { [hzme [Value
RTU32M. '
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14.4.1 Managing LB2 Series I/0 Modules

The Module Configurator allows creation and editing of the I/0 module setup using a mix of toolbar icons and
drag and drop menu items.

RTU32M Series User Guide

Insert new module — 4 3 (A
r 0 1 2 3 4 5 & 7
Remove module a: RTU3ZM  PS244  DI20C  AID8A  DO1ZR DM20C  DOZ0A  DM20C E iggg\
Move module left 8- B DitzH
Move module right B Dizoa
Upload configuration B Di20B
p gur: 53 B Dieoc
Insertvariable | _ B DM20a
Move down  |{ B Dmzoc
Moveup |U Z B Doter
bols |4 | B Dozoa
Sort symbols E B Psz4a
Iterate property ot B sParE
Setvariablesin module  [FH b [ (Digital Inputs)
X B L (Digital Outputs)
Set stat riabl
et status variables b [ {Analogue Inputs)
Setalloffsets |EJ b [ (Analogue Outputs)
Remove module variables 2 b L (Combined)
X . a3 b [ (Power Supplies)
Declare variables in database 4 [ {Miscellansous)
Disable Configuration | B sParE
Import variables = oo “EEliTics
Exportvariables (51 A4 Remave Module
£ Move Module Left
-f Move Module Right
T} Undo
3{. Cut
|_—|':| Copy
=
3 Delete
@ Upload Configuration_
Upload RTU32M IO Configuration Iﬁ
. Installed Modies:
14.4.2 Inserting a module fi—
Index Type HW Wersion HW Date FW Version FW Date
Modules can be inserted in several ways. 1 psaa A 12052018 1123 0507201
2 DI20C 07-02-2018 1.1.2.3 08-05-2018
e Dragand drop a module from the module list. T AlosA 25012018 1123 24052016
R ) R R 4 DO12R 24-04-2018 1.1.13 23-04-2013
e Rightclick in the I/O module window and select ADD s ouxc 09022018 11.2.3 0052018
Module [ DO20A 24-04-2018 L.1LL3 25-04-2013
7 DM20C 09-02-2018 1.1.2.3 03-05-2013
e Copy existing I/0 using Windows copy/paste
commands.
e Right click in the I/0 module window and select
‘Upload Configuration’ (uploads modules from the
online RTU).
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14.4.3 Moving a module

RTU32M Series User Guide

Modules can be moved left or right by placing the mouse cursor on the module — then press and hold the left
mouse button to drag the module to the desired position, or press the right mouse button and select ‘Move
Module Left’ or ‘Move Module Right'.

14.4.4 Remove a module in WorkSuite®

Modules can Removed/Deleted by placing the mouse cursor on the module - then press Delete on your
keyboard, or press the right mouse button and select ‘Remove Module’.

14.4.5 Add variables to a module

B Set Variables >
- -
In the left pane of the I/O module window, the Icon o oo e
‘Set Variables In Module’ opens the variables editor. ] Set offsets
Remember to check ‘Declare variables in database’ if the
variables are to be used as Global Variables. Name: [SIetg(ELOTL_Al%% -
Results
aLeqe . . Modulel
Use of syntaxes allows flexibility to engineer your own variable names. | 270
Slotl_AIO2
Slotl AIO03
Use the Drop Down list to select a suitable syntax, or Conoe]
make your own. For example, if the syntax

S(SLOT)_S(OFFSET) VAR is selected, the variables will be
as shown below for an 8 channel analogue input

module.
Syrmbol | Towpe | Channel | As another example, the syntax could be:
Analogvalue 0 Module_Nr_S(SLOT)_Analogue_In_$(OFFSET)
Sloti_Al_02 Analogwalue 1
Slot3_AlLL03 Analog value 2 . . .
Slot3_ Al D4 Analogvalue 3 This would create eight variables as shown
Slot3_Al_DS Anglogvalue 4 below;
Slot3_Al_0B Anglogvalue & ‘Module_Nr_2_Analogue_In_1’
Slot3_Al_07 Analogwalue B ‘Module_Nr_2_Analogue_In_2’
Slot3_Al 08 Analogwvalue 7 ’Module_Nr_2_Anangue_In_3’
‘Module_Nr_2_Analogue_In_7’
‘Module_Nr_2_Analogue_In_8&’
14.4.6 Rename auto generated variables [Temn_Motor_221 [ ]S
In cases where variable names can’t be easily Bttt 8
generated through a syntax, they can be E St & 6.V fempHetor 22 *
. . i This symbal does not exist, Do you want ta
created/edited manually by placing the mouse ----g Slat 6_8_Var S e T
. . . -y SlobB_9 Var (O Declare a new variable
cursor on the variable and using DoubleClick to - Test T . )
Pt 44 vpe: BOOL
access the variables editor. < > where aLoseL v
Variables: (all v Ceerio
. [ Local variables only
The user can then rename of the variable or [ Hide FE instances e Na Cance

create a new variable.
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14.4.7 Configure Module Defaults

After creating or uploading a module array, module configurations can be modified from their default settings
if required. Features and settings for each module can be found on their respective datasheets.

RTU32M Series User Guide

—— 4 3
ﬁ 0 1 2 3 4 5 i3 7
RTU3ZM PS244 Dzoc AllBA DoO12R DmMzoc Do20A DMz20C

En

e

=
ol
)
=~
o

igital Inputs)
igital Dutputs)
nalogue Inputs)
nalogue Cutputs)
(Combined)
{Power Supplies)
{Miscellaneous)
B sParE

(A
B
B
Iﬂ
B
B
B
Iﬂ
B omzoc
B
B
Iﬂ
B
(D
(D
(A
(A

Ex BE [

rooorered

G

DoubleClick on a module in the I/ O configurator to access the module I/O editor.

14.4.8 Configure Combination DI/DO module example

In the example below a combination DI/DO module with 10 DI and 10 DO has been selected.

D204 x

Digital Inputs configuration

0 1 2 3 4 5 5 7 8 3
Inverted: O O O O O O O O O O
Counter: O O O O O O O O O
Debounce (ms): 0 = 0 = ] = ] = 0 = 0 = 0 = ] = ] = 0 =
Enable SOE: [} [} [} O O [} O O O
Chatter time {x 100 ms): 0 = 0 = ] = ] = 0 = 0 = 0 = [ = ] = 0 =
Chatter count: 1 = 1 )| EE = 1 = 1 = 1 = 1 = 1 = 1 = 1 =
Chatter block time (x 100 mS): 1 = 1 = 1 = 1 Z 1 = 1 = 1 = 1 = 1 Z 1 Z
Digital Outputs configuration

0 1 2 3 4 5 6 7 8 9
Fault mode: Low ~ Low ~ Low Low ~ Low Low Low ~ Low Low
Low

[IModule not presentin configuration Cancel
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Configuration Fields - Inputs and Outputs:

Inverted: Select if input is to be inverted.

Counter: Select if input is a counter. Note: If an input is receiving a 5 Khz pulse/count, but not defined
as a counter, the I/0 bus will be spammed with 5000 pulses/sec!

Debounce: Debounce in milliseconds, determines how long time the I/0O must be high or low before it
is detected as state change.

Note: The default value for debounce filtering is '0'. To activate it, you need to ensure a stable source
voltage. If you have a mechanical interface or unstable input voltage, it is advisable to increase this
value.

SOE: The SOE (Sequence Of Events) function is used for storing digital inputs events in a firmware
FIFO with 1ms time stamp resolution and status information.

Notes:

1- The ‘Allocated status flags’ and ‘Embedded symbols’ must be activated in the project settings for
the SOE function to work as expected.

Project settings x
w C:\WUsers\Public\Documents\Brodersen\WarkSuite 3.9, 2\samples\STDemo
General | Marme | “alus
] Color FED lines during debug Mo A
Ebugging I Display waring messages ez
Advanced I Treat warnings as ermor Ho
(Al b Check satety of SFC charts Mo
4 Check aray bounds at wntime ez
44 Forbid equality tests between reals Mo
B Allocate status flags for variables with embedded properties Yes
& Embed symbals of all variables Yes
E" K.eep caze of embedded symbolz Mo

2- The RTU firmware version should be 1982 or newer.
To get the SOE time stamp, you need to use VsiGetTime function and convert it to the time.

Ex: Var_X_Time := any_to_time (vsiGetTime (Var_X));

Chatter: The chatter function helps filter out noise or unwanted fluctuations in a signal by employing
debounce filtering with an adjustable threshold.

It contains of three parameters (T(Chatter Time), C(Chatter Count), R(Chatter Block Time)).
Note: more details are available on DI modules datasheet.
Fault Mode: Fault mode is when the module loses contact with the CPU. Select for all channels.
o Keep (I/0 module will keep last state)
o Low (Output will be forced Low)

o High (Output will be forced High)
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14.4.9 Configure Al module example

In the example below an AIO8A eight channel Al module has been selected.

RTU32M Series User Guide

aosi S5
Analogue Inputs configuration
1 3 3 4 5 & 7
Range: [4-20ma  ~| [s-20ma_ ~] [2-20ma ~| [s-20ma ~| [s-20ma | [4-20ma | [4-20mA | [4-20ma ~]
y N Disabled ; - N

Filter: 0-10V ‘ ﬁtﬂk v] [Medlum IR v] [Stong IR v] [Stong IR v] [Medlum IR v] [Sh’ong IR v]
-10-10W Disabled

Delta Change: 0,500 0-5v Light IR 0,500 0,020 0,020 0,020 0,020
-5-5V Medium IIR

Scale Min.: 0.00 0-20mA Strong IR 0.00 0.00 0.00 0.00 0.00
-20 - 20 mA

Scale Max.: 6553500 65535.00 §5535.00 6553500 553500 6553500 553500

[ Madule not present in configuration [ QK ] [ Cancel
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Configuration Fields - Inputs:

Range: Select input type for each channel in the dropdown menu.
Filter: select filter type for each channel in the dropdown menu.
Delta change: See Al module datasheet.

Scale Min: See Al module datasheet.

Scale Max: See Al module datasheet.

Overflow/ Underflow flags for identifying failure in 4~20ma mode:

Overflow/Underflow flags in the analog input modules operate in 4-20 mA mode to enhance system reliability

by promptly identifying and alerting users to potential wiring or instrument failures.

For example: Wire cut or instrument failure triggers activation of the underflow flag, while overcurrent, surge,

etc., act

The defi

ivate the Overflow flag.

nition of these flags is available through the I/Os configuration.

Note: Each channel has its own Over/Underflow flags and must be defined in the channel section.

[ |
RTLIU32M PS;‘AA AIDZSA e
I [ [Digital Outputs]
I [ [Analogue Inputs)
b [ [Analogue Outputs)
I [ [Combined)
) e I [ [Power Supplies]
[ﬂ A:UBA (& Analogue Inputs (16 bit)) - b [ Misoellneous]
MHame | “alue Swyrrbol | Twpe | Channel |
Art-No Al0ga Alw_4_0 Analog Input Yalus 1}
Drescription 8 Analogue Inputs [16 bit] Al 41 Analog Input Yalus 1
Alw_4_2 Analog Input Yalus 2
AW 4 3 Analog Input Value 3
AMW_4 4 Analog Input Value 4
Al 45 Analog Input Yalus 5
Alw_4_6 Analog Input Yalus [
AMW_4 7 Analog Input Value 7
OverFlow  Dusrflow Aan 1
UndaFlow I [analog input alue 1
Irrvalid flag
Status
Temperature
Serial Number
Total uptime
Anticipated States of the Flags
(t-1) (T) (T+1)
Underflow Off Current <2 mA Underflow On
Underflow On Current >2.008 mA Underflow Off
Overflow Off Current >22 mA Overflow On
Overflow On Current <21.886 mA Overflow Off
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14.4.10 Export/Import Module variables.

WorkSuite® allows exporting and importing of variables for alternative methods of editing using document and

spreadsheet software.

Export: Select the I/0O module of interest and then select the Export Variables icon in the toolbar on the left to

create a CSV export file.

The file includes Scale min, Scale Max, Variable name etc.

NAME

4 modulel
4 module2
4 module3
4 moduled
4 modules
4 modules
4 module?
4 moduled
4_modules
4_module10
4 _modulell
4 _module12
4_module13
4 _module14
4_modulels
4_modulels

LR BT R SRR N

= oy
N n R WS e

B
TYPE

€ D
OFFSET  SCALEMIN
00.0
10.0
200
300
4 0.0
500
6 0.0
7 0.0
8 0.0
9 0.0
00.0
10.0
2 0.0
3 0.0
4 0.0
50.0

E F G
SCALEMAX HWMIN HWMAX £F
65535.0 [} 65535
65535.0 [} 65535
65535.0 [} 65535
65535.0 [} 65535
65535.0 [} 65535
65535.0 [} 65535
65535.0 [} 65535
65535.0 [} 65535
65535.0 1} 65535
65535.0 1} 65535
65535.0 1} 65535
65535.0 1} 65535
65535.0 1} 65535
65535.0 1} 65535
65535.0 1} 65535
65535.0 1} 65535

Import: Select the Import Variables icon in the toolbar on the left to read updates from a CSV file.
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14.4.11 Firmware update 1/0 modules.

Firmware update of modules on the LB2 bus is done through the Firmware update utility in the Brodersen
WorkSuite®. Select Tools>Brodersen>RTU32 10 Firmware Upgrade to access the upgrade tools. As shown
below, the user interface allows uploading of the existing module firmware info and updating of individual
modules. The Update and Check buttons allow updating of WorkSuite® with the latest 10 firmware from the
Brodersen FTP server (you will require an active Internet connection to perform an update of your WorkSuite®
files). Any modules detected with older firmware will be marked with an asterisk to indicate there is newer
firmware available (** indicating that the update is required).

[ )]
RTUD32H PS;*!A DIZZUC AID33A = (Digital !
’ B [ (Digital
B L (Analog
B L (Analog
i3 I [ (Combin
' 5
RTU3210 Firmware Upgrade ﬁ er 3
i el
E Firmware Definition file:
g E Installed Version: 1.09 Date: 2019-05-16
= g Online Version: - Date: -
—
o Firmware Upgrade:
F Installed Modules:
Index Type HW Version HW Date FW Version FW Date Mew FW Version FW Upload
EE] 1 P5244 12-03-2018 1.1.2.4 03-10-2018
=z 2 piac 07-02-2018  1.1.2.3 08-05-2018
a | 1IE AIOZA 25-01-2018 1.1.2.5 28-02-2019 = |
4 DO1R 2404-2018  1.1.1.3 23-04-2018
-~
e
~ | [0] RTU32M (Brodersen RTU32M)
T oMo
|
MName | “alue [W] I
Ar-MNo RTU3ZM
(*) Mewer Firmware available  (**) Module must to be updated
Status:
\
RTU32 IO Firmware Upgrade [ =
To update a module, double _ =
Firmware Definition file:
click on it then select the Installed Version: 1.09 Date: 2019-05-16 Update
H H Online Version: - Date: -
firmware and you will be vk s
B Firmware Upgrade:
prompted to continue. o
Installed Modules:
Index Type  HWVerson HWDate  FW Version FW Date New FW Version FW Upload
1 PS24A 12-03-2018 1.1.2.4 03-10-2018
2 DI20C 07-02-2018 1.1.2.3 08-05-2018
3 AIDBA 25-01-2018 1.1.2.5 28-02-2018 i
4 DO1R 24-04-2018 1113 23-04-2018
%
Select firmware for AIOSA &
Available firmwares: S
1.1.2.5
oK Uparade
(*) Newer Firmware available  (**) Module
Close
Status:

Firmware Update

L\, 10 module(s)

Do you want to proceed?

The RTU application will be stopped during the firmware update of the
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14.4.12 LB2_INFO Profile — monitoring module status
Module status information is available via the Profile Editor, using the LB2_INFO Profile.

RTU32M Series User Guide

| ELE] @ | rrusam pemoza & e OF Sl A=A

C:Wsers\Public\Documents\RTU32MRTU32M_Demo2a - oﬁl
T2 DNP3S

T= IECE08702 MEC 60870-5 101,104 Slave™)

= IECE087052

H P =1 =N

= 2

LBZ2_INFO (*Returns information regarding a LBZ module®)

®hnel number®)

Profiles are a mechanism to add additional attributes to a point variable. The LB2_INFO profile allows access
to module parameters and status information including:

Parameter Name Variable Type Module Type
OP: BYTE Current Operation Mode
0 = No Module
4 = Stopped
5 = Operational
6 = Operational with heartbeat timeout
127 = Pre-operational
150 = Missing
HBCNT: DWORD Number of heartbeat frames received
RXCNT: DWORD Number of frames received
EMCY: LINT Read last EMCY codes
HWPID: DWORD Module hardware ID
SWPID: DWORD Module firmware ID
SID1: DWORD Module serial ID1
SID2: DWORD Module serial ID2
SID3: DWORD Module serial ID3
SID4: DWORD Module serial ID4
MainV: WORD Main supply voltage (mV)
SuppV: WORD Internal supply voltage (mV)
IntC: WORD Internal temperature (C)
PwOn#: WORD Power on counter
WD#: WORD Watchdog restart counter
UpTim: DWORD Uptime in hours
TotUpTim: DWORD | Total uptime

LB2_INFO Profile — Allows access to RTU32M Module Information

Brodersen A/S, Byageren 7, 2850 Naerum , Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@Brodersen.com

53


mailto:sales@Brodersen.com

&

To use the Profile Editor — first create a variable by right clicking the LB2_INFO heading and selecting ‘Insert
Variable’. Eg. create a variable named ‘Test_Slotl _OpMode’, and give it a BYTE format, then select the ‘OP’
data type.

RTU32M Series User Guide

b T R e e ey T eling a L
=B X entified |
T= LB| ¥, should
T= OF i)
= Pr
= R B ents*)
T RT gy e B bt .
.E.E: E:rr M, Find Net | “/ersion | bod
T: 7=+ Insert Varizble J e - TBSt_S'Dﬂ_OpMDdB E J
b T R e
T= R Import Chikdren_
Y -

Load your application and check that the module returns the expected operating code (5 = operational).

Note: you can create more local or —————
global variables using the Wizard tool Enter informati
¢ . A . ) nigr intarmanons .
in the main variables editor eg. right Name  LE2_Slot%_Ophade
click in the variables list and select ‘Add Type  [BYTE |
Multi Variables'. Group | Global variahles vl ’ Help l
[C1Read only Diirn. 0 L]
The example here creates 7x variables o ==
named LB2_Slotl_OpMode thru to
Orardew

LB2_Slot7_OpMode...

Creation of 7 wvariables :

Fromwariable LEZ_Slot1_Ophode tovariable LE2_Siot?_Ophiode

After creating each group of new
variables, they can then be dragged in
to the Profile editor and assigned their
parameters and setting using column
change and iterate functions...

Then first ensure that the correct profile is highlighted, by selecting the header (LB2_INFO), then drag the new
variables into the lower pane of the profile editor.

| ELS0| A | RrusaM Demo2a kMO LF S| B

C:Users\Public\Documents\RTU3I2ZMMRTU32M_Demo2a - Profile

— = DMP3S -+ [ Praperties | Descriptian W[ ame

~— T= IECEO370S EC 60870-5 101104 Slave* || Namea Varighle f LB2_Slotd_OphMode

B T= IECEOR7032 Yersion Frofile wersion LB2_Slot1_OpMode

E = |FCR1RR02 Module Module numberto ac... LB2_Slot2_OpMode

LEZ_INFO (*Returns information regarding Diata MTYP|OF|HECHTI|R... LB2_Slot3_OpMode

Mame | “arsion | Module | Data tg;—i:zg—gjv:zgj
LB2_Info/LB2_Slotl_Ophode 2 0 oF = 'LBE_élctF_OoF:'lcd;
LB2_Info/LB2_Slotl_Ophode 2 1 oF LBE_SIct;_O:-Fv'ch;
LB2_Info/LB2_Slot2_Ophode 2 2 oF LBE_SIcté_'Dar'v'lcda
LB2_Info/LE2_Sloti_Ophode 2 3 B2 Slat9 OoMode
LB2_Info/LE2_Slotd_Ophode 2 4 oF mp— -
LB2_Info/LBZ_Sloth_Optkdode 2 [ oF A 5
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To make column contents change
of the Data column, select the first
value, then use SHIFT-Double Left
Click to bring up the selection
window. Select OP for Operating
mode to change all of the selected
values at once.

The iterate property button will allow you to rapidly increment the module address for each tag. First select
the relevant tags in the module column by selecting the first value, then SHIFT-Left click the last value. Then

[Harme

| "ersion

| Module

OCOOOCOOD0OD

LBZ_Info/LE2_Slotl_Opkode
LBEZ_Info/LE2_Slotl_Opkdode
LBZ_Info/LE2_Slot2_Opkode
LEZ_Info/LEZ_Slot3_Ophkdode
LBZ_Info/LE2_Slotd_Ophode
LEZ_Info/LE2_Slots_Opkdode
LB2_Info/LBZ_Sloté_Ophode
LBZ_Info/LE2_Slot?_Opkdode
LBZ_Info/LE2_Slotd_Opkdode

L o I e e T e B R T s s |

0O~ 00 N fa L3 3 = O

select the ‘Iterate Property’ button and set the appropriate start/from value and increment/by value.

= DNPIS

= IECEOS70S2
T= IECE18502

LB2_Info/LB2_Slotl_Opkode
LBZ_Info/LEZ_Slatl _Opkode
LBZ_Info/LBEZ_Slot?2_OpkMode
LB2_Info/LB2_Slot3_Opkode

= [ECE0870S (YEC B0870-5 101,104 Slave) [ Name

C:\Wsers|Public\DocumentsIRTU32MRTU32M_Demo2a - Profile

»

Froperties

| Description

[ Mame

[ Type

Yersian
Module

Yariahle
Frofile wersian

hdodule nummborto scco

LB2_Slot0_OpMode
LB2_Slot1_OpMode

1 B2 Sint?2 Onbldnd

BYTE
BYTE

BYTE

T= LB2_INFO (*Returns infarmation regarding a LE2 mi Data Module

Marne

o From:

[Mame

LE2_Info/LBZ_Slotl_Opkode
LE2_Info/LBZ_Slotl_Ophode
LBZ_Info/LE2_Slot?_Ophode
LBZ_Info/LB2_Sloti_Opkode
LE2_Info/LBZ_Slotd_OpkMode
LE2_Info/LBZ_Slots_Opkode
LBZ_Info/LE2_Slote_Ophdode
LB2Z_Info/LB2_Slot?_Opkode
LE2_Info/LBZ_Slotd_Ophode

Ly ey )

LBZ_Info/LE2_Slotd_Type

LBZ_Info/LE2_Slotl _Type
| B9 Infedl B2 Slnt? Tiwma

Doo

OO~ 00 O Ea L0 P2 —

Fesults

By 1

If you want to monitor additional module parameters and status information, repeat the above steps and
create further variables, as per the example shown below.

C:\Users\Public\Documents\RTU32MRTU32M_Demo2a - Profile

= Tz DNPiS

T2 IECB0870S (EC BOB70-5 101/104 Slawe®)

B+ T [ECE087052

>

Properies

MName
Wersion
Mocdlule
Data.

& T= [ECE18505

bR

Marne | Wersion | Module ‘ | Data
LB2_Info/LBZ_Slotl_Opkode o oP
LB2_Info/LB2_Slotl_Ophkdode oFP
LB2_Info/LBZ_Slotz_Opkode oP
LB2_Info/LB2_Slotd_Ophkode oFP
LB2_Info/LBZ_Slotd_Opkode oP
LBZ_Info/LE2_Sloth_OpMode OoP
LB2_Info/LBZ_Slote_Opkode oP
LBZ_Info/LB2_Slot?_OpMode OoF
LB2_Info/LBZ_Slote_Opkode oP
LBZ_Info/LEZ_Slot_OpMode OF

LB2_Info/LB2_Slatl_Type
LE2_Info/LB2_Slotl_Type
LB2_Info/LB2_Slat2_Type
LE2_Info/LB2_Slot3_Type
LB2_Info/LB2_Slatd_Type
LE2_Info/LB2_Slots_Type
LB2_Info/LB2_Slaté_Type
LE2_Info/LE2_Slot?_Type
LB2_Info/LB2_Slat_Type
LB2_Info/LB2_Slotd_Type
LB2_Info/LB2_Slotl_Ser
LBE2_Info/LBZ_Slotl_Serl
LB2_Info/LB2_Slotz2_Ser
LBE2_Info/LBZ_Slotd_Serl
LB2_Info/LB2_Slotd_Ser
LBE2_Info/LBZ_Sloth_Serl
LB2_Info/LB2_Slote_Ser
LBE2_Info/LBZ_Slot?_Serl
LB2_Info/LB2_Slot_Sert
LB2_Info/LBEZ_Slotd_Serl
LB2_Info/LB2_Slotl_Ser2

(SR R S O O S N S N S S SIS I ORI ST U O S SN S SN S
S W m A s W =D @@ ® o s = Ol ® W =

'OP' - Parameter

MTYF
N
wTve™ Module address

'SID1" - 1st part of

module serial number
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Example Logic Application Page — showing various LB2_INFO parameters and status values.

HEEY

5 | rRTUZ2M Demoza

WMEMES L F §a| 05 "= A RUN

n g 3

N LE2 SiotD_Ophode = 0

- LE2 Sioti_OpMode = 5

LE2_Siot? OpMode =5

B LB2_Sht3_OpMede =5

- LE2_Slot4_OpMode =5

i LB2_Slots OpMode = 5
7 LB2 SkotS_OpMode = 150
- LB2_SkotT_OpMode = 150
= LB2_Skot8_OpMode = 150
{rE LB2_SiotS_OpMode = 150

lub: LE2_Slotd_HwID = 0
5 LB2_ Slot1_HwlD = 33033
S LB2_Siot2_HwlD = 52571
LB2_Siot3_HwlD = 52980

s LB2_Slot4_HwiD = 52384
LB2_Siots_HwiD = 52389
I LBZ_Sktf_HwiD = 0
{H LE2_Skt7_HwiD =0
9 LBZ_Skt3 HwID = 0
- LBZ_Skot3_HwiD = 0
I
P

LB2_Slotd Sert =0
" LB2 Shot1_Serl = 2434680295
LB2_Slot? Serl = 3732840573
. LB2_Slot?_Seri = 3752840878
e LB2_Slotd_Serl = 2484606343
~ LBZ2_Skot5_Sert = 3734024816

LB2_Slot& Serl =0

E‘ LB2_SlotT_Seri =0

LB2_Slotd Seri =0

LB2_Slotd Sert =0

LE2_Skotd_Type =0
LE2_Sloti_Type = 28832
LB2_Siot2_Type = 5220
LE2_Skot3_Type = 1560
LE2_Skot4_Type = 5124
LE2_Skt5_Type = 18408
LB2_Slotf_Type = 18
LB2_Slot?_Type = 16
LBZ_Slot8_Type = 18
LB2_Skt3_Type = 16

LB2_Siotd_SwiD =0
LE2_Skot1_SwiD = 33034
LE2_Skt2_SwiD = 33014
LE2_Skt3_SwiD = 33010
LB2_Sktd_SwiD = 53012
LE2_Skot5_SwiD = 53011
LB2_Siots_SwiD =0
LE2_Skt7_SwiD =0
LE2_Skts SwiD =0
LB2_ Skt SwiD =0

LEZ_Skot0_Ser2 =0

LBZ_Slot1_SerZ = 23852191
LB2_Sht? Ser? = 4538243
LB2_Shot3_Ser? = 4538245

LB2_Slotd_Ser? = 23883191
LB2_Slot5_SerZ = 4588248

LEZ_Sktd_Serz=10
LB2_Skt7_S=r2=0
LB2_Sktd_S=r2 =10
LB2_Skotd_SerZ =0

aeee [ClUsers\Public\Documents\RTUIZMRTU32ZM_Demo2a - LB2_Info]

LB2_Slotd_LipTime = 0
LE2_Slot1_UpTime =0
LE2_Skot2_UpTime =0
LE2_Skot3_UpTime =0
LE2_Skotd_UpTime =0
LE2_SkotS_UpTime =0
LB2_Slotd_LipTime =0
LE2_Slot7_UpTime =0
LE2_Skots_UpTime =0
LE2_Skt3_UpTime =0

LE2_Skt0_IntC =0
LBZ_Skt1_IntC = 25
LB2_Skt?_IntC = 37
LB2_Skt3_IntG = 21
LB2_Slotd_IntC = 33
LBZ_Skt5_IntC = 23
LE2_SktS_IntC =0
LE2_Skt7_IntC =0
LE2_Skts_IntC =0
LB2_Skotd_IntC =0

LB2 Module Info.

MTYP:  WORD  Module Type
OP: BYTE Current Operation Mods

0= No Module

4 = Stopped
= Operational
Operational with heartbeat timeout
27 = Pre-operational

150 = Missing
HBCNT: DWORD  Number of heratbeat frames received
RXCNT: DWORD  Mumber of frames received
EMCY: LINT Read last EMCY codes
HWPID: DWORD  Module ha re 1D
SWPID: DWORD  Meodule firmware 1D
SID1: DWORD  Medule serial 1D1
SIDZ: DWORD Medule senal ID2
SID3: DWORD Medule senal ID3
SID4: DWORD Meodule senal ID4
Main¥:  WORD  Main supphy voltage |
SuppV:  WORD  Internal supply voltage (mV)
IntC:  WORD  Internsl temperaturs {C)
PwOn#:  WORD Power on counter
WD=:  WORD  Watchdog restart counter
UpTim: DWORD  Uptime in hours
TotUpTim: DWORD  Total uptime

LB2_SlotD_PwOn =0
LE2_Skot1_PwOn = 32
LB2_Skt2_PwOn = 23
LB2_Siotd_PwOn = 150
LB2_Siot4_PwOn = 183

LE2_Siots_PwOn = 133

LB2_Skotf_Pwln =0
LB2_Slot?_PwOn =0
LB2_Slotd_PwOn =0
LB2_Slot3_Pwln =0

BNY_TO_R. .
Siotl PS 05=2838  —gIN a PS1_SupphyVolts = 28 89
ANY_TO_R..
Sot! PS 04=12050 —AIN [ PS1_OutputVolts = 12.05
BNY_TO_R. .
Slot! PS 0E=288 —gIN [ PS1_OutputCurrent = 283
ANY_TO_R..
Shot! PS 03 =21 —aIN [ PS1_Load = 21
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14.4.12.1 Monitoring module statuses through 1/0 configuration

There is one easier way to get the module status if the target is values validity, operation module, module
temperature, serial number or module total uptime:

Follow below steps:

RTU32M Series User Guide

1- Go to the I/O configuration.
2- Select the target module.
3- Define the variable and choose the required status.
e Invalid flag: Returns ‘1’ when the module in not operational (DWORD)
= |t's useful to check the validity of the values on input modules due to the retention of
the last values when the modules are non-operational or missing.
e Status: Return the value the same as LB2_Inf.OP (DWORD)
e Total uptime: Working time of the module (DWORD)
e Serial Number: Returns the hardware’s internal serial number. (String)
= Note: (this is an internal serial number used to check the module’s validity and for the
module changes, so it’s not related to the module box’s serial number)

[ | & e % aAE G B
D:\Onedrive Backup'Brodersen RTU32 104

=4
_{ 0 1 2 3 - s 8 7 8 9 10 "
RTUZ2M  PS24A DR0A D020A ANBA ANET AD028 DM20A ONO0SH 0144 10148 PMO3A
£ . :
i | el S %3
- |
U ]
m 5
£l ek
= a g k; i
s 1 g k 1
. ' | ) ‘ »
| ] £ Eq £ i
(E1] g S| 1 i 1
§ 1&« k1 P {
=2 } i i3 i L1 i
LA A LA A \ A AJ » L A J
A
x
oy | [10] 10148 (B DL 200, 2A1(V) _t AD (1) (2 High Speed Counters)) 2
- LU )
w.
Name | Value | | Symbol | Type | Channel |
Ao 10148 10148_1_3_00 Input Bit 0
Descrpbion B80L 200, 3AI (V)L 1AD( 10148_1_3 0 Input Bit 1
10148_1_3 02 Input Bit 2
10148_1_3 03 Input Bit 3
10148_1_3_04 ngud Bi 4
10148_1_3 05 Input Bit 5
10148_1_3 06 Input Bit 6
10148_1_3 07 Input Bit 7
10148_0_3_00 Output Bit 0
10148_0_3 01 Ourpust Bit 1
10148_Iw_3_00 Anslog Irput Vaiue 0
10148_Iw_3_01 Analog Irput Value 1
10148_Iw_3_02 Anzlog Input Vaue 2

10148_0Ww_3 00 e
Input Bit

1014_DID_STS Counter Irgudt

Output Bit

Anaog Input Value

Overflow flag

Undestiow Il

Tempe:sure

l
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14.5 COM Port Settings

When using serial drivers the COM port parameters are defined as “COM1:9600,N,8,1”. In addition, some
specific control and debug parameters can be added for the RTU32M.

RTU32M Series User Guide

The COM port setting strings follow the normal WorkSuite® conventions. COMa:b,c,d,e (e.g.
COM1:9600,N,8,1).
a) COM port number: 1...3

b) Baud rate: 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200
c) Byte size: 7, 8 (bit)

d) Parity N, E, O (none, even, odd)

e) Stop bits 1,2

A range of additional parameters on the COM port settings are supported to control:

e Setup the COM port for modem dial support — enable the Modem driver.
e Hardware handshake signal on null modem driver.
e Provide communication login the general RTU32M System Log.

The extensions for these functions and features are:

e When using the modem driver a ‘M’ is added (e.g. MCOM1:9600,N,8,1)

e RTS/CTS hardware handshake control on the null modem serial driver is supported and enabled by
the options as follows:
‘RD’ RTS is kept inactive (low) at all time.
‘RE’ RTS is kept active (high) at all time.
‘RT:Leading:Trailing’ RTS is inactive when receiving data, and becomes active when transmitting data.
The RTS Leading setting defines the delay from activating the RTS to when the first character is
transmitted. The RTS Trailing setting defines the delay from when the last character is transmitted to
RTS is deactivated.
Leading and trailing time is in units of msec. - e.g. COM1:9600,N,8,1,RT:50:10

‘RC:Leading:Trailing’ RTS is inactive when receiving data, and is activated when the RTU wants to
transmit data. After activating RTS, the RTU will wait for CTS to become active, before start
transmitting. The RTS Leading delay is still valid in this mode, and an adjustable delay from CTS
activated to first character is then possible. However, by setting the Leading time to zero there is no
unnecessary delay from CTS to first character (like a normal RTS / CTS function). After activating RTS
the RTU waits up to 10 sec for the CTS signal. If timeout occurs, the transmission is discarded. The RTS
Trailing setting defines the delay from when the last character is transmitted to RTS deactivated.

e logging of serial data in the System Log.

‘L Log Link data. All bytes transmitted and received on the COM port, are logged in the
internal log message system, and are available using telnet at port 911. This is
primarily for debug purpose.

Examples: MCOM3:9600,N,8,1,LL
COM2:57600,E,8,1,RT:30:10,LL

Notes:
If you just connect a serial device, e.g. Modbus RTU communication via a Null Modem cable to the
RS232 COM port, it is NOT required to add any special extensions.
Brodersen WorkSuite® has a limitation of max 31 chars in the settings string.
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If you enable the SP5 (Secure Protocol for remote communication) on the RTU32 Webpage, you must
set the COM parameters settings for the specific port on the webpage. If the SP5 setting is enabled, the
COM settings overrule any later settings in WorkSuite®.

RTU32M Series User Guide

The serial port settings use the same syntax no matter where you configure it.

14.6 Modbus Drivers

The RTU32M PLC runtime supports function for several types of Modbus protocols:
e Modbus RTU Master and Slave
e  Modbus ASCII Slave
e Modbus TCP Client and Server

The drivers are setup using the Fieldbus Configurator in WorkSuite®. Refer to WorkSuite® training and
programming examples. You will find support for Modbus UDP, and Function Block managed Modbus drivers in
the WorkSuite® help.

14.6.1 Modbus RTU Master

The RTU32M supports several Master/Client drivers. You can in fact setup as many Master drivers as you have
COM ports available. The Modbus Master/Client is setup using the Fieldbus Configurator. See the WorkSuite®
help for details.

14.6.2 Modbus RTU Slave

The RTU32M supports only one Slave/Server driver. You must add a MBSLAVERTU function block in the program
logic for the Serial Modbus Slave driver (MBSLAVERTUEX function is used if more than one slave/server is
required — it allows separation of the slave/server addresses using their ‘Server Id’). The MBSLAVERTU function
defines the Modbus Slave address and port settings. You can find the function block in the “Advanced” function
block folder. All variable assignments, addressing etc. are done in the Fieldbus Configurator. See WorkSuite® for
details.

14.7 1EC60870-5-101/103/104 Drivers

The Utility protocols IEC60870-5-101, 103 and -104 are implemented as a basic link driver in the RTU32M. The
application layer which includes all the specific handling of request and events communication is managed in
the RTU application program. A range of WorkSuite® functions and example are provided for the different
protocol functions and ASDU handling.

WorkSuite® include drivers for:
e |EC60870-5-101 Master
e |EC60870-5-101 Slave
e |EC60870-5-103 Master
e |EC60870-5-104 Server
e |EC60870-5-104 Client

The basic link drivers include handles for the link driver where you can define buffers, link address etc. The fact
that the serial link is similar to the IEC60870-5-103, provides the option to implement application layer support
for this protocol as well.

To use the IEC60870 driver, you must use the RTU32 Series Code Generator tool. This is used for simple
configuration of any IEC60870 Driver.
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14.8 Watchdog
The RTU32N has two built-in watchdog functions — all managed by a separate CPU on the interface board.

RTU32M Series User Guide

The system watchdog is monitoring all internal processes including the OS and communication processes
between consoles and databases. In case of error, the watchdog will wait 30sec for the error to be either self-
healed or the process to be restored. If this is not happening the watchdog will boot the RTU.

The application watchdog is monitoring the RTU/PLC runtime applications including all related tasks such as
drivers. If any of the related tasks fail, stop or freeze for more than 10sec, the application watchdog will boot
the RTU.

14.9 Real time Clock

The RTU32N has a hardware real time clock controlled by the operating system. It provides the RTU32N
millisecond resolution in order to make accurate time stamps. From the RTU application program you have
access to the real time clock via logic function blocks. You can both read and set the clock.

On the configuration webpages you can also define how to synchronise the clock. Options for manual setup and
SNTP Server synchronisation are possible. If you use utility drivers (e.g. DNP3 and IEC61850) to synchronise the
RTC you must disable SNTP on webpage by setting it to manual sync.

14.10 Modem Functions
WorkSuite® provides a range of modem control Functions. The Dialup library includes:
- Functions to control and monitor PSTN/GSM modem dial-in/out

14.10.1 Dial functions for GSM and PSTN Modems
Dial functions for communication with serial drivers over PSTN and GSM modems are provided.

The low level modem handling (send AT commands, connect detection etc.) is done by firmware. However, it is
up to the application programmer to decide which protocol driver should be activated, when and where to dial,
and respond to the modem connection state. A number of WorkSuite® functions are available for this:

14.11 Data Logging

WorkSuite® provides functions for logging data into one or more file(s) in the RTU32. In general 2 functions are
available:

1. LOGCSV Function - a dedicated RTU32 Series logging function. You can find an example of this being
used in the WorkSuite® Demo examples installed together with your WorkSuite® Package. This data log
function handles the read/write functions in a background scan and does not interfere with the general
PLC cycle. You will find details of the LOGCSV file function below.

2. LogFileCSV — simple function for logging data into a CSV-file. It uses a standard file write function and it
is not recommended to use for data logging as a standalone Function.

LOGCSV Function
The LOGCSV Function is found in the Brodersen Function library folder.

LOGCSW

77 Log -] B 777

77 RET ERRfE— ]

77 LIST FifoCntjg— ]

77 FATH LogCnt jg— ]
LogERR g ]
FileSi ]
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The LogCSV function block generates a log file in CSV format for a list of variables. Each log operation is saved
in a FIFO buffer and the file access is done in a separate thread to ensure that the file access will not block the
PLC runtime cycle. The depth of the FIFO is 10 log operation entries. LOG and RST operations are ignored if the
FIFO is full and Q is then set to FALSE. This can happen if log operations are entered faster to the FIFO than it
can be written to the file.

File access over network can be time consuming, especially if the file server is not available.

Sucscsin e -

File Edit Format View Help

The LogCsV function block generates a log file in CSV format for a list of

variables. Each log operation is saved in a FIFO buffer and the file access is

done in separte thread to ensure that the file access will not block the STRATON

scan cycle. The depth of the FIFO is 10 log operation entries. LOG and RST operations
are ignored if the FIFQ is full and Q is then set to FALSE. This can happen if log
operations are entered faster to the FIFO than it can be written to the file.

File access over network can be time consuming, especially if the file serveris

not available.

INPUTs

LOG:BOOL; Variables are saved on any rising edge of this input
RST:BOOL; Reset the contents of the file

LIST:DINT; ID of the list of variables to log {use VLID function)
PATH:STRING; Pathname of the CSV file.

QUTPUTs

Q:BOOL; TRUE if the requested operation LOG or RST is added into FIFO
ERR:DINT; For each LOG/RST Q and ERR contains the result code. See error list below.
FifoCnt:DINT; Number of pending FIFO operations (logs in the FIFQ).
LogCnt:DINT; Updated by the background scan. Counted up when each LOG or RST operation FIFO has
been executed by the background scan. Status for the operation is reported in LogERR.
LogERR:DINT; Status for each FIFO operation. This variable is updated by the background scan.
See error list below.

FileSize : LINT; File size recorded after last operation (LOG or RST)
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[~ Loaesvbt - Notepa_d_ [E=EEER )

File Edit Format View Help
REMARKs

The LogCSV function enables to log values of a list of variables into a CSV file.

On each rising edge of the LOG input, one more line of values is added to the file.
There is one column for each variable, as they are defined in the list.

The list of variables is prepared using the workbench or a text editor.

Use the VLID function to get the identifier of the list.

»

On a rising edge of the RST command, the file is emptied.

The "SetCsvOpt" function enables you to customize the format of the CSV file.
By default the sperator is (";") and the decimal pointis ("."}. (Available in VM8.0)

When a LOG or RST command is requested, the Q output is set to TRUE if the request can
be entered into the operation FIFO successfully. If is set to Q=FALSE and ERR contains
a error code.

On each execution of the FIFO entries by the background scan the LogCnt is counted and
the result of the operation is reported in the LogERR output.

m

Possible ERR values are (when Q=FALSE):

Value Meaning

0 No error, (Q=TRUE)

3 Embedded lists are not supported by the runtime.
4 Invalid list ID.

5 Error while building log line.

6 FIFO full

Error reported in LogERR by the background scan thread
Value Meaning

0 Mo error

1 Cannotreset file on a RST command.

2 Cannot open file for data storing on a LOG command.
5 Cannot write to file

Hot restart / Redundancy switch over

Pending logs in the FIFO are not restored during redundancy switch over

In the RTU32 Example projects in WorkSuite® you will find a WorkSuite® Demo project LOGCSV_Demo with a
log UDFB (User Defined Function Block) block named TMultiFileLog. With this UDFB you will be able to control
the number of files to log and limit file size. This allows management of log files in a ring buffer, ensuring that
your log files will not fill up the available storage memory.

14.12 Status information functions
RTU32 Series products have hardware status information available.

= [ RTU325tatus
T} STATBOARDINFO [*Main interface board info®)
STATINTBATTERY [*Feturns internal batteny status™)
TF STATINTTEMP [*Returns intemal temperatur of the BT
TF STATLOCALEUS [*Retumns localbus status, same as 5T-07)
STATMEMORY ["Returns memory statuz of Windows CE*)
STATSUPPLYWOLT ["Returns supply voltage to the BT if supported.®)

Although most of these status functions are supported in the RTU32M/N firmware, only some of the status
functions are available/relevant in the RTU32M/N (ie. many are available directly from the RTU32M modules).
The following sections list the functions supported by the RTU32M/N.
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14.12.1 RTU Memory Status (STATMEMORY)
The function StatMemory returns the RTU32M/N memory status.

RTU32M Series User Guide

Inst_STATMEMOR™Y

STATMEMORY [ STATMEMORY {Inst_STATMEMORY) W]

dwhlemoryload 1 |dwhkemonyLoad i

dwTotalPhys 1 |dwTotalPhys 125115840

dwhAvailPhys 1 |dwAvailPhys GT203072
dwTotalPageFile 1 |dwTotalPageFile 1]
dwAvailFageFile 1  |dwAvailPageFile 1]
dwTotalMNirtusl D | dwTotalirtusl 1]
awAvailituslfl - | dwavailviries] 0

Typical memory status in a running RTU32M/N

The commonly used monitoring functions are dwMemory Load, dwTotalPhys and dwAvailPhys.

The dwMemorylLoad tells you in percent the actual RAM program memory load. With a medium PLC runtime
application you will see a load of approx. 50%. Only applications with multiple driver connections and a lot of
logic will require larger amount of memory. The maximum load recommended on a RTU is 90%.

The dwTotalPhys tells you how much RAM program memory is available in the RTU. The rest of the RAM memory
up to around 64MB is used for storage (file system etc.).

The dwAvailPhys tells you how much available program memory you have in your RTU. The rest is used by the
Operating System and your PLC application.
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14.13 Reading Text Files from WorkSuite®

RTU32M Series User Guide

To provide the functionality to read variables and strings E GETFILETIME [*Retums the time stamp of  file as LINT*]
. . . GETIMIFILEINT [*Read an integer value from an “IMNI file”)
from an external file in the RTU32M/N, a few simple read file

. T GETIMIFILESTR [*Read a sting value fram an * 1M1 file?)
functions are supported.

Note: You have to place the text file in the RTU32M/N file
system manually — use sFTP to do this and use the Nand [AE(]
Flash location (or SD Flash). A SSH client SFTP interface def=123
(such as BitVise) can be used to explorer the RTU32M/N ghi=456
files. The file structure must be the same as other RTU .ini
files (such as SNMP.txt and RTU32.ini). The structure is
simple and looks like this:
ABCis called the section and def the item. NOTE: all are case sensitive.
The functions available are:
° GetFileTime - With this function you can GetFileTime *Feturns the time stamp of afile as LINT*)
N
check the time of the file so you only read 9 FileName:STRING
the variables in case of changes. ‘ O%LNT

e GetlniFilelnt - Read an Integer value from a section and item G imiFiein "Read an integer valus from an 1N fle™)

1N
SectionSTRING
term STRIMNG
DefaultDINT
FileMameSTRIMNG
ouT
C:DINT

GetlIniFileStr - Read a String variable from a section and iterr

GetiniFileSt “*Read a string walue fram an * NI file*)
I

SectionSTRING

ftem:STRING

DefaultSTRING

FileName:STRING
ouT

Q:STRING

The primary use of these functions is to support ‘dynamic’ variables outside the RTU runtime application
program. You can then use the same application program for several sites and manage the differences for each
site in the file. You can edit the file from the web editor with your browser or directly send a new file to the
RTU32M/N from your SCADA host using FTP.

14.14 Access to filesystem on the RTU

It is possible to access the root filesystem of the RTU by connecting using a SSH Client (such as Bitvise SSH
Client). When connected it is possible to retrieve e.g., log files generated from application code or system
generated event logs.

14.15 Access to filesystem on external microSD Card or USB memory stick

The RTU can access external storage depending on the boot source: when booted from internal flash, a
microSD card or a USB memory stick can be accessed; when booted from an SD card, only a USB memory
stick can be accessed. Supported filesystems include FAT, FAT32, EXT2, EXT3, and EXT4.
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15 Distributed Event Binding Protocol / Redundancy Binding Communication

RTU32M Series User Guide

15.1 General

The Distributed Event Binding protocol is a proprietary protocol for fast time stamped event based data transfer
directly from one Brodersen RTU runtime to another. The Binding protocol is communicating directly from one
RTU32 to another RTU32 in a LAN/WAN network. It can run regardless of any other application. In a network
with several Brodersen RTUs you can use the Global Binding Editor to bind any global declared variables together.

Redundancy Binding is used in a redundancy network connection using 2-6 separate network segments. Both
the unit publishing variables (producer) and the unit subscribing variables (consumer) has to be equipped with
2-6 Ethernet network interfaces. Each network connection must be setup on the units as separate network
segments using different TCP/IP subnet masks. The compiler also takes care of handling the sorting out of timing
issues of any changes in values. This means that you on the subscriber side always will get the correct value. The
first received event will be reported at the subscriber side and the same event with the same time stamp
received on other network interfaces will be ignored.

15.2 Network settings in RTU32 (redundancy binding)

If you want to run redundancy Binding using the RTU32 you must configure all Ethernet interfaces. No additional
settings are necessary as the networks is seen as direct accessible parallel networks. Routing to the networks is
done as default. If you ping an address on any of the one of selected network segments, the ping request will
find its way to the correct segment automatically.

15.3 Procedure for setting up binding/redundancy binding in WorkSuite®

You need to configure all the RTU32 runtimes before starting to bind (link) 1/Os together. I/Os and variables to
bind must be declared as Global variables. Use variable naming that makes sense for you. You could for example
call all input variables published for binding Bindinput_DIO and BindInput_DI1, and you could call outputs
BindOutput_DOO. After defining the variables for use in both comms direction for all relevant projects (RTUs),
you must start the Global Binding Editor (find it in WorkSuite® under the Tools menu). Note that in WorkSuite®
you will need all Projects used for binding in the same project list.

[ Brodersen WorkSuite - RTU32Examples.W5L

File Edit View Insert Project Tools Window Help |
Sl Sk X | & @ O |[6inding2 -0 & U AR e || 2 e A

Workspace Global Binding Editor - Binding2 HL B
- Binding | Binding | Binding2 T MName | Type |
2 Binding2 E {at Global variables

E=

i
.,  Binding [192.168.0.1:9000]

Connection Status
ERE]
Error Status
Date Stamp
Time Stamp
o 2D
Error Status
Date Stamp
Time Stamp

G ChSpneTest
| GraphicsTest
-l |ECB8505erver
) IECES0MapT 0870
& LogCsV_dema
5 Modbush_RTUE
- ModTCPsery
2 ProfibusM aster
&l PrafiBusSly ['RTUSZ <> PCY)

DI0_2
Dii_2
Do1_2

BOOL
BOOL
BOOL
BOOL

D00_2

Doi_2

3 pOnDivZero
|1 pShutDown

5l FedundTest
-l SetClackDema
) Temperature

<[ +] Main

E
Connection Stat k
3DI1_2 [+ Exchang| Sndn? (152 168.0 2 5000]]
1 4DI0_2 [+Exchange data]
Error Status

Date Stamp
Time Stamp

Global Binding Editor,

<[*] Build /" Cross references

Runtme | Calstack | Breskpoints

|_] pStartup

Diaitalsamping trace | Prompt [ HMI

Ready

Offline 127.0.0.1:502

Al o.0

100x 18 0.0 100% &
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You assign the IP addresses to each project. If using redundancy Binding, you add up to maximum 6 x “IP:TCP
port” to the address of the RTU. If two network interfaces are used for binding (dual redundant binding), the
two IP addresses are defined with a separator “|” — like 192.168.1.222:9000(192.168.2.21:9000”

As shown above, the OUTPUTS from Publishing RTU project are linked to the subscribing RTUs INPUTS.

After configuration you download ALL projects to the relevant RTUs. Use the “Download All Projects...” in the
Project menu.
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16 RTU32 cycle / scan time

All tasks run independent of each other. The RTU32 I/O database reflects the physical I/0. The PLC runtime
program cycle time depends on the size of the application program, and can vary from less than 1 msec to >100
msec. At runtime application start, all inputs are read from the 1/O database and at the end of each cycle the
outputs are written to the I/0O database.

RTU32M Series User Guide

16.1 RTU scan time

The RTU scan time can be set to 0 (zero) which automatically assigns some time for operating system household
activities between each runtime program cycle. In this case the program runs as fast as possible. The automatic
assignment of household execution time ensures all necessary operating system processes can be maintained
with a good margin.

Note: RTU32M/N CPU with clock speeds of 200MHz have a forced delay of 40ms between cycles.

PLC cycle
‘ Household time
‘ ‘ ‘ ‘ > (t) PLC
‘ ‘ ‘ ‘ Program cycles
+—

PLC scan time

If you set the PLC scan time to a fixed value, you can in some cases obtain a better general scan time for your
application program. But it is IMPORTANT to realize that you are then responsible to leave time for household
operations.

IMPORTANT NOTICE: If you leave too short time for household operations, the firmware will automatically
ensure that your PLC program does NOT compromise necessary household time. It also means that you will
get a slower scan cycle time than adjusted. If your RTU/PLC application includes many TCTP/IP based

connections over LAN connections, it is recommended to fix the scan time to a value leaving more time to the
OS household than automatically assigned.

WorkSuite® 3.9 includes a scheduler that allows a visual setup for the period and phase of programs (right click
the project heading).
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il cvee

FEl==EY=S

Statigtics: (unit = prograrm)
- Maximurn: 13 at cycle 3
- Minirum: 9 atcycle 5

- Average: 3

ol o A e e

MName

[ Encbled

[ Period

[Phase

4 Programs
[ Main
pStartup
pShutDown
Profiles2
) LE2_Info
10_Info
10_Monitor
[ Map_DNF3
Bulk_Pararns1
[® RTU_Status
_Startup
HMI_Index
h_EventList
Sampler
Proc_Analogs
Proc_Binarys
Proc_Strings
[2) Test_Events
zEnd
RTU_Info
Module_Display
Bulk_Pararms2
4 Sub-Prograrms
pOnBadindex
A nOnDiZern

Oor

20
10
10
10
100

oo

cComo -~ oo

Cwooowww

16.2 LB2 Bus and Internal 1/O Bus scan time

The scan time of the RTU32M internal I/O is running as fast as possible (in micro seconds).
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17 RTU HMI
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17.1 Examples

The RTU32 Series supports simple HMI functions developed in WorkSuite®. You can easily add graphic displays
to your application and monitor data online from your PC using the WorkSuite® HMI Viewer.

Examples:

RTU32N Hardware Overview R SBRODERSEN

simplifying systems

Digital Inputs —8m8 —— ——————————— Digital Inputs

4 B 7 8 9 10 1N 2 3 14 Power Run

Analog Inputs
1
100

BRODERSEN

Digital Outputs

RTU32N

80
4
HEENE EEEN

Activate DO Test [ Override Logic

RTU32M Hardware Overview Ry eRopERSEN

Slot 00 Slot 01 Slot 02 Slot 03 Slot 04 Slot 06 Slot 07 Slot 08 Slot 09
RTU32M BP-51 BL-08AI BL-20ClI BL-12DO BL-10CIO BL-08AI BL-20ClI BL-12DO BL-20D0O
1 [
|
|
+ .
5 [

1 [
|
s
+ .
s [
1 | &
|
&
s [
10 [
|

1 14755
2 61385
3 12157

+ ETE.

W mm e WA
IR Y I VRN
W mm e WA

3
=
2
3

o
10 [
iy |
1z [ 1z [

[]
(] =
i

IRV ST AN

=
=
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17.2 Creating and Viewing RTU Graphics

The example page below can be built using the standard WorkSuite® graphic tools.

View Insen Project Tock Window Help

& Display_COUNTERS .
& Display_STRINGS . . .
¥ h_Ewentlist - -
@) Main gl . .
[ Map_DNP3 b - -
X Profiles?
[N RTU_Info (*Create info strings™)
‘@) RTU_Status
¥ Sampler
N #Enal (*Last prograrn to )
“atch (for debugging)
%63 Bulk_Export
s COMNFIG_LIST

“F Overview?
& RTU_INFO1
¥ Soft Scops
[9) Test_Events
g Glohal defines
[ Variables

m

The page can include
static text, shapes and a
that

provide the animation.

range of items

The example here shows
the setup of a horizontal
bar graph that moves
from left to right and uses
the the
variable named
‘Slot3_AI_01’ to show the
value as both a text value

value from

and a scaled bar.

=lR=l =] | & &t il | R pemos & % 4 d B | 5% A
ce C:\Users\Public\Documents\RTU32M\RTU32M_Demob5 - Overview1.gra
RTULog - 7| Mame & [Type |
TimeDateCaonvert Slot2 C1_13 BOOL
Physical 10 Slot2_Cl_14 BOOL
S 10_Info (Module Info*) Slot2_Cl_15 BOOL
[N 10_Monitar (hodule DataValu Slot2_CI_16 BOOL
[3 LB2_Infos ("L B2 Bus™) Slat2_CI_17 BOOL
[ Moduls_Display (*Display Info RTU32M Hardware Over\'iew Slot2_CI_18 BOOL
Foints Processing Slot2_CI_19 BOOL
N _Startup et Bl 5 BOOL
B Bulk_Params1 (*Fread bulk pa. REAL
%) Bulk_Params2 (Expan bulk pe Sit 00 Siot 01 Siot 02 Siot 03 Siot 04 = REAL
[ HMI_Inlex RTU32M BP-51 BL-20ClI BL-08AI BL-12DO BL-10CIO Slot3_Al_D REAL
B Proc_Analogs (*Analog limits £ Slot3_Al_04 REAL
B Proc_Binarys (“Binary limits an N | Slot3_Al_05 REAL
5| Proc_Strings Slot3_Al 06 REAL
£ Display_ANALOGS i | Slot3_Al 07 REAL
& Display_BINARYS Slot3_Al 08 REAL
3 [l BAN

«
s Il
«
- .
+
» .
10N
|

Slntd DA A1
«

r

4 Bar Graph
Bittorn To Top

Right To Left
Top To Bottam

b Bitmagp
b Charts

B

- RTU32M Hardware Overview

" Siot 00

" Sint 01 " Siot 02

BP-51

" Siot 03
BL-08AI

Slot2_CI_1
Slot2_Cl_1
Slot2_Cl_2
L L Slot3_Al_l
Siot 04 Siot 05 S0t3 Al
[ Graphic tem Properties s

MNarne | “alue

Dhjecttype Barqranh

Wariable symbol

Spying delay

Border size 1

Border colar | — I

Border style

Diata format “od

Data color | E—

Background color

Background mode OPAQUE

Text 1

Text color ]

Textmode MORMAL

Fontname Arial

Font size il

tinimurm value

Maximurmn value 65535.000000

Direction RIGH

Setgain 1.000000

Setoffset 0.000000

| [ e )|
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The pages can be viewed when simulating or
debugging a logic application and can also be
published for use by the X5 HMI Graphics
Viewer (a free client application shipped with
WorkSuite®), or published as a .htm file for use
within web browser applications such as
Internet Explorer and Chrome.

The X5 Viewer installs in the same location on
your PC as WorkSuite® eg.
Programs>Brodersen>WorkSuite®.

Export graphic for display in the X5Wiewer tool

@) Export graphic as HTMLS file — requires the data server on the runtime

[ OK ] | Cancel

The WorkSuite® generate tools create a .zip
file for use by the X5 Viewer and a .htm file,

based on your Export selection .

RTU32M Hardware Overview

Siot 00 Siot 01 Siot 02 Siot 03 Siot 04
RTU32M BP-51 BL-20Cl BL-08AI BL-12DO BL-10CIO
1 1. 1
The X5T graphic file is now ready to be generated. 2 2
Press Mext to start process. 3 1 20225 2 - 3
4 '
Grahic fie: C\Users\Public\Docume. . \Overview ] gra 5 2 3 [l 5
Destination folder: C:\Usersh\PublictDoc.. \RTU32M_Demo2a § &
7 k] 26085 « 7
X5T file name: [Test 1] 8 B
9 4 - ZE- 5 9
Target name: KSMETS.DLL 0 - 0
Connection seftings: 192.168.0.1:502 [
ZIP file name: fete/ud2hmi zip 7 -
Include symbol table V|
: [
o [
o
|
I I 1z
< Back H Next > ] | Cancel Hel
Waste Water Pump Station Overview Remote Confrol Main Overview
P P I ]
The published files look the same
when viewed in the X5 Viewer or e RiviveToUTRITERiA | T
DI 00 P1 Running........
a browser, as shown above e b02 b1 Faid
DI 02 P1 Fail..
4 ’ vemotose ([ DI 03 F2 Fait
DI 04 F1 Available
. H H DI 05 P2 Ax lable...
Note: the destinations Ty D06 Co Trapped.
PWIR FAIL (Demo) DI:U'? CB2 Tripped.

for X5 and html5 files
are different.

X5 use: pemoever e

/etc/rtu32/hmi.zip

Html use: www/pages

Note: FastCGl is
presently not

supported.

Demo Level (Incr) I

DI_08 Mains Power
DI_09 High Level..

13/09/19 16:37:04

Generate HTMILS WEB page
DO 00 Pump 1 Called..... T
Fege Generation DO 01 Pump 2 Called..
Refresh rate: [ooo =™ DO_02 Remote Control.
DO_03 PLC/RTU Fail......
starts Use Fast CGL
Run Secs . Standby Pump Called..... (B
Flow L Donnicad Page P1 Long Run Time.. [}
7] Download Page on Target after Generation P2 Long Run Time.. -l
Starts
Settings: 192.168.0.1 -
Hrs(110) AI_00 Well Level (3).... [320]
Flow LIKL Driver: KSNETS.DLL AL_01 Inflow (L/3)....-- | |
Folder: wwwfpages/
7] Display Page after Download EE
) Import Cancel Newest [Neemll [ @ . . 0.
13/09/19 16:37:084| 0 0000000000000000000000000000000O|F | < A ... ..

w |
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18 RTU Monitoring Applications

18.1 Creating and Viewing RTU Monitor Applications

WorkSuite® allows publishing of the RTU32 Series logic applications as pages that can be viewed online using

the Monitoring tool.

From the Tools menu select ‘Build Monitoring Application’.

Fie Edit View Insen Project Window  Help

RTU32M_Demo2a

W&MEe O F §o| &

MRTU32M_DemoZ2a - Profiles1

e date/time has changed *)
tc/rtu32/dnp3profiles.txt';
File_Tick, T#l0s ) ;

le Tmr.Q;

| Ml B | X [ EA opsons
Workspace Customize_ 32
[2) Main Fil
[) Map_DNP3 /e
Farams1 T_
Profilest F1
@ Test1 o
Test? Snap Shot Docurent i
4 ‘Watch (fDr debuQ Generate Htrml Document_
E Overviewl oo1a Momanne Ao
. Uil | O ntorin. ICation._.
E Overdew? - o
B Soft Scope | @ Heov G
& Test_Structure #§  Global Binding Editor N
§q Global defines @ Compare Project -
F ¥ariab|es Cients >
¥pes 5 »
4 [BRTU32M_Demo2g & 55
b Exceptlon progra Communication Settings
4 Programs . T
Ana_Limits1 Runtime Parameters »
‘BB Info (BT .
Wai
CE) hain fpor s
[@ tap_DNP3 2
Para_'m81 Automation Script E
BN Profiles -
“E RTU_Status 27 END_IF;
[©) Test 28 II
Test? 29 PRINTE ('Znalo
Ahdedode How ool H 30

The Generation Tool will then prompt for a
name to use eg. ‘Demo_Mon1l’ is used here.

The next menu allows selection of the
contents

eg. can include/exclude programs and
variables, or simply accept the default

settings.

When complete a ‘project name’.k5m file
will be generated and by default, this file is
stored in the same folder as the other logic
application files.

Brodersen A/S, Byageren 7, 2850 Naerum , Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@Brodersen.com

Generate Monitoring Application

This assistant will guide you through the steps for corfigurating the
generation of a monitoring application.

Project path
C:\Users'PublictDocuments\RTIU3ZM\RTU32ZM_DemoZa

Application
Demo_Mon1

Configuration
e

Select type of tree

Select type of tree:

Local variables under programs

Programs only

Varables onby

Options
Include symbol table
[ Insest variables before

B

I Generate Monitoring Application

The monitoring application is now ready.
In file:

C:\Users\PubIic\Documerrts\RTU32M\F{TU32M_[E.\F{TU32M_DemoZE.KEIT :I

Run application

Configuration
Save cument settings
Mame: {none)

|| Generate monitoring application when download

[ Finish

] [ cancel | [ Hep |
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The monitoring application can be viewed using the ‘W5Monitoring.exe’ application that is located in the same

RTU32M Series User Guide

folder as the WorkSuite® application eg. Program Files(x86)\Brodersen\WorkSuite®3.9.2. Use the folder icon to
select the monitoring application.

] Momtori:g L
£ Open
L ———
O’C)fﬁm
Organize v New folder
»{ Favorites e Documents li — i - i
B Desktop RTUSRM Demoza | . [
“,:“ Recent Places
& Downloads -0s ©® Ethemet TCP/IP
4 OneDrive =| :’t"“ IP adress: 192.168.0.1
I, bitmap
4 Libraries |, NewFolder
\ift Documents L :‘RIU,"KM-MM", B __!
& Music Type: K5M File
[&5] Pictures Size: 83.6 KB
E Videos Date modified: 24/08/2018 4:50 PM
; S0l
You will then be prompted for the RTUs C— — s =
communications settings. The example [ Main _
B pStartup 4 Analog_Point[0]
above shows setup of the IP address Bl pShuDown D 74143
E) pOnDivZera _Mame 'DNP3_AIDD'
and port number. B pOnBadindex _PointDesc "
fm Map_DMNF3 ._Fointturm 0
B Profiles ._FointType 9
B Paramsi ._Clgss ?
. . B Ana_Limits1 _OhbjType 286
Once connected, you can view variables @ Testl _Objvar 0
B Test2 EventType 2
(local/global and complex/structured ) LB2 Info (B2 Bus™ N ’
. @ RTU_Status DevDE 5
tags), programs and runtime Variahles Hyst 0
: H E# Global variables Pearsin i
|nf0rmat|0n as ShOWn beIOW. EE RETAIM variables PersOut i
E& Main ZeroTh 0
B Profilest OutRgChlk i
BB Params1 Tunefhwd
B Ana_Limits1 4 HighLimit
Bl Tastl HighLirnit[0] a001
Bl Test? HighLirnit[1] 8002
Bl LB2Z_Info HighLirnit[2] 8003
Lists HighLirmit[3] 8004
Configurations 3 .H?L?mF’rID
s DMNP3 Master 2 .H!L!mEn
@ DMP3 Slave Level 3 (v3) Bradersen b HilimStd
@z Brodersen RTUZZ 10 4 .H!L!mTuned
€ Runtime messages b HilimEwt
b Lowlimit
B LoLimPrD
b LoLimEn
B LoLimStd
4 LolimTuned
LoLimTuned[0] TRUE
LoLimTuned[1]
LoLimTuned[2]
LoLimTuned[3]
I+ LoLimEwt
ANY_TO_R... [ SunkriD A
Shot1_PS_06 = 2650 N Q IN1 op— FPS1_SupplyVolts =265 MonPilD -1
100.0 _—  mINZ TuePrD -1
ANY_TO_R... I WedPrD K
Slot1_PS 04 = 12045 IN Q 1M1 o PS1_CutpulVolts = 12.045 ThuPrD -1
1000.0 [ ] FriFtiD -1
ANY TO R ZatPriD -1
Slot1_PS_05 = 274 IN Q PS1_OutputCurrent = 274
ANY_TO_R...
Sloti_FS_02=23 IN Q PS1_Load =23
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[1]
[2]
[3]
[4]
[5]

2018/08/24
2018/08/24
2018/08/24
2018/08/24
2018/08/24
2018/08/24

07:
o7:
o7z
07:
07:

57
57:
57:
57
57:

44.
44.
44,
44.
44 .

324
335
336
358
358

Analog Profiles - new update file received [ RIU3ZM DEMOZA ]

Inalog Profiles Updated (3 tags, including 156 parameters) [ RTU32M DEMO2R ]
Point Parameters - new update file received [ RTU32M DEMO2R ]

Point Parameters Updated (26 tags, including 572 parameters) [ RTU32M DEMGZA ]
Inalog Limits - new update file receiwved [ RTU32M DEMOZR ]

Analog Limits Updated (6 tags, including 288 parameters) [ RTU32M DEMO2A4 ]
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19 RTU32 Utilities and System Event Log
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19.1 General

Brodersen provide some utility programs for the RTU32 Series on the RTU32 CD included in each package. The
tools include:

e RTU32 Search Tool
e Event Viewer for RTU32 system log monitoring

19.2 RTU32 Search Tool

The RTU Search Tool is used to find RTUs on an Ethernet network. It will search using the network card/interface
you define under the LAN Interface. Be careful that you select the right one before you start the search
procedure.

The Local Subnet will automatically detect the network details and if you place your cursor on the “i” you will
get network details.

B Search for RTU3Z on Local Subnet...(2011/06/15) - O x
LAN Interface | D-Link DUB-1312/1332 USB3.0 to Gigabit Ethemet Adapter w
Local Subnet 192.168.0.0 | i Start Close

IP Address Application Name State

192.168.0.1

RTU32N_Test1

Open Web Configuration

=

Open System Log in Event Viewer

When you start the search process, the network will be scanned for Brodersen RTUs. Only RTUs with their RTU
PLC runtime running will answer. If you select an RTU on the list of RTUs found on the network and right-click,
you will be able to open either the Webpage or the Event Viewer (status Log info).

19.3 System Log/Event Viewer

The system log provides you with information about active processes in the RTU32M, errors and status
information. You can also view debug or information text from your WorkSuite® application program which will
be printed in the system log. COM port communications can be logged if you add the right parameters to the
COM port setup (,LL extension) — see COM port settings for details.

The System Log can be
viewed by using the
Brodersen Event Viewer
utility or a standard Telnet
window. The RTU EventlLog
Server is enabled by default
in the System
Configuration>Services
menu.

System Overview
Hardware Overview
Runtime Settings
I/0 Board Settings
System Configuration
= Serial Port
= Metwork
* Network Redundancy
= Wifi
= Wireless Modem
= \PN
= Time

Services Settings

System Services

Enable Web Server Hitp Access Li]
Web Server Http Port
Enable Web Server Https Access O a
Web Server Https Port 4473
Enable S5H Server 1]
Allow S5H root login 1]
Enable RTU EventLog Server o
Enable Encrypted storage O a
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The event logs look like this in the Event Viewer:

' RTU3Z/RTUSE Event Viewer (2011/06/08)x=

—

m@g

[ Add Time stamp

Connect

| [r9z16801

RIEL

Disconnect |

182.168.0.1(311) 192.168.0-1(911)|

11713 02:05:10_.241 Firmware 33048 V1_65_.5.64 Z018/11/08 15:27:01 (o) Brodersen A/8 ~

11413 02:05:10.242 <«3%31l1l> Starting RTU3Z System Message Server

11713 02:05:10_.24% Linux imxéul-var-dart 4.1_15-Z_0.0_1144+g0a8ch4d

11713 0Z2:-05:10_24% #83 PREEMPT Wed Mov 7 10:33:26 CET 2018 (armw7l)

11713 02:05:10_252 VM Based on: 8.7.150121 (TT=3Z bit)

11713 02:05:10.252 RTU _ID:272d81dZ625d7bed

11413 02:05:10.263 Binding HeartbeatPeriod/Timeocut = Z000/3000

11413 02:05:10.263 Attach (1) Main Comm Thread :Timecut: 120000ms, Total Threads: 1

11713 02:05:10.264 Configured Startup: Warm Start (load RETAIN wvariables)

11713 02:05:10.272Z LBZ: Entering STOPPED state i

11713 02:05:32.485 LBZ: Init IQ scan

11713 02:05:32.438 LBZ: Starting I0 scan

11713 02:05:32.438 LogCs5V: LogThread instance 1 started

11713 02:05:33.365 LBZ: Applying datzbase

11713 0£:05:33.965 LBZ: PS5Z4R accepted as LBEZE#Ll (ZB33Z)

11713 02:05:33.96& LBZ: DIZOC accepted as LBZfZ (15&0)

11/13 02:05:33.96& LBZ: AIOBA accepted as LBZE3 (9220)

11/13 02:05:33.967 LBZ: DO1ZR accepted as LBZf4 (5124)

11713 02:05:32.967 LBZ: DMZOC accepted as LBZ#5 (1e408)

11713 02:05:33.968 LBZ: DOZ0OA accepted as LBZfE (5838)

11713 0Z2:05:323.968 LBZ: DMZOC accepted as LBZ#7 (1le408) -

1an1 v
The RTU32 allows a maximum of 20 continuous connections and the log FIFO includes a maximum of 100

messages.
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20 RTU32M Technical Description
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20.1 General

The RTU32M Compact RTU/PLC is based on a 32bit i.Mx6 CPU architecture running an Embedded Linux operating
system. An industrial power supply is integrated to support industrial supply levels. The basic RTU32M includes a
range of communication and other interfaces. The RTU32M provides interfaces like LocalBus and LB2 Bus for
expansion 1/0 and integrated 1/0.

The RTU32M software is stored on an internal Flash or micro SD card. During start-up, the operating system and
applications are moved to RAM where it is executed. Retained variables are stored in NV RAM.

Using the Ethernet network for primary communication provides all the advantages of existing TCP/IP
networking communication facilities. Fast, reliable and secure communication is the main features and all
networking components (software, routers, switches, etc.) are available. In addition, serial ports for interfacing
to application specific protocols (e.g. Modbus, Fieldbus, utility and traffic proprietary protocols etc.) are
available.

Detailed technical information about the RTU32M hardware is provided in the RTU32M Data Sheet and in the
RTU32M Wiring and Mounting Instruction manual.

20.2 PLC Runtime

The WorkSuite® programming tool fully supports EN/IEC61131 and is used for developing PLC programs in the
RTU32M. The application program kernel is implemented and runs in the Windows Embedded CE real-time task.
WorkSuite® offers complete PLC functionality as found in both normal PLC runtimes and in SoftPLCs, and
supports all features needed in today's industrial environment. WorkSuite® supports programming languages
including Structured Text, Function Block, Ladder, Instruction List and Sequential Function Chart. The VM PLC
runtime supports cold restart, hot restart and on-line changes.

The Brodersen WorkSuite® is used for configuration protocols, programming and debugging. It supports several
tools for multi-program handling and documentation. It is also a powerful tool for complete system design and
programming, providing unique functions for event based communication. The Global Binding Editor makes it
possible to publish and subscribe variables in a large network with minimum communication load. The events
are time stamped and can also be used directly in ZenOn SCADA HMI applications.

Programming, debugging and upload and download of application programs can be done remotely via Ethernet
or RS232.

The RTU32M application kernel is used in many products and applications worldwide. More details about
WorkSuite® including training and help can be gained by contacting your local Brodersen distributor or
Brodersen support.
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20.3 Software Versions
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The Settings overview page in the RTU32 includes the software version for the actual build.

RTU32 Version Information

RTU32 Firmware Version 1.65.5.173

RTU32 Firmware Date 2020/04/27

RTU32 Firmware ID 93046

Runtime Version 8.7.150121

RTU32 Image Date 2020

RTU32 Image ersion 4.1.15-2.0.0.1351+g0a8cbhdd
RTU32 Image Build Version 1363

RTU32 Device Tree version 1219

If you contact Brodersen or your local distributor / system integrator for support, it is important that you have
the RTU32M Version Information ready together with the serial number of your device(s).

Please contact Brodersen or your local distributor if you need access to the latest firmware release.
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Appendix 1
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RTU32M runtime application measurement / benchmark

The RTU32M runtime cycle time is measured in a number of different applications below to provide examples
of expected runtime periods.

The RTU32M cycle time is set to 0 by default in WorkSuite®. The cycle time is the period between the start of
each logic cycle. When the cycle time is set to 0 there is no delay between successive logic cycles. Eg. If the logic
cycle is set to 100ms and the time taken to complete a logic cycle is 3ms, then the logic process will be idle for
97ms. If the time taken to complete a logic cycle is >100mS, then the logic cycle will be completed, however the
‘scan overrun’ flag will bet set, indicating the logic cycle time was exceeded.

Note: CPUs with a clock speed of 200MHz are assigned a fixed delay between logic cycles of 40msec for
‘household’ activities to ensure sufficient time for communication drivers to run smoothly and avoid any overrun
situations.

Example 1: RTU32M runtime application program without any communications

Test configuration:

1 x RTU32M with MP32A and PS24A modules

1 x DI20C I/O module (20x DI channels)

1 x AIO8A 1/0O module (8x Al channels)

1 x DO12R I/O module (12x DO channels)

Logic:

- 8analogue inputs are scaled, some simple calculations are executed, data is stored in internal registers.
- 20digital inputs are controlling one timer each, connected to a digital output.

- 2 fastdigital inputs are controlling 2 counters.

Number of scans completed in one second and average scan period.

CPU Clock Speed | Scans Per Second Average Scan
Period
200MHz 24 42ms
500MHz 550 <3ms
900MHz 565 <2ms

Example 2: RTU32M application program with ModbusTCP communications
Test configuration:

Same configuration as above, but Modbus TCP master protocol is used to read and write 50 holding registers
from/to a Modbus slave (~15 read and write messages per second).
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Number of scans completed in one second and average scan period.

CPU Clock Speed | Scans Per Second Average Scan
Period
200MHz 22 45ms
500MHz 477 <3ms
900MHz 512 <2ms
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Appendix 2 - RTU32M Factory Reset
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RTU32M complete Reset

You can make a complete reset of the RTU32M that will reset it back to factory default settings. Note that during
reset process all settings in the RTU32M are lost.

To make a complete reset you will need a small screwdriver, pointed pen or paperclip for activating the reset
button.

On the front panel of the RTU32M CPU module you will find a small 3mm hole located between the SD card and
LAN 1. Behind this is a small push button that is used in the reset process.

Procedure:

Use a small pointed device to push/activate the reset button. Keep the reset button pressed
for a minimum of 10 seconds before it is released (the CPU run LED will flash amber, then red).
The RTU will then reset and then restart itself (run LED will then be off).

The RTU32M logic application will be erased and the RTU32M will then restart and start-up
with factory default settings. LAN IP address =192.168.0.1, LAN2 =DHCP and password at
default setting.
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Appendix 3 — Security recommendations
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While connected to the RTU, i.e. through SSH, webpage or Brodersen Worksuite, please don’t have an active connection
to WhatsApp, Facebook or any other social media.

In order to detect unauthorized physical access to the RTU32M, it is recommended to install the unit in a locked cabinet

with a switch, which detects if the cabinet is opened. The switch may then be connected to a digital input on the RTU,
which can then generate an alarm to a supervisory control system.
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Appendix 4 - Certificates used in RTU32M
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The RTU32 supports certificates for TLS communication, i.e. OPC UA Server, https, SSH, and for signing the binary
application code file
in WorkSuite. Please find below information about the algorithm and key strength.

OPC UA Server: SHA-256 with RSA (2048) encryption
WWW Server: SHA-256 with RSA (2048) encryption

SSH Server: RSA/sha2-512 (3072)

Brodersen WorkSuite code signing: RSA key strength (4096
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Appendix 5 — Decommissioning the RTU32M
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In order to prevent any data leakage from the RTU32M when it is taken out of service, we recommend you to do a
firmware update of the RTU32M, as described in the document “107004 RTU32M Firmware installation”, as this will erase
all old data from the internal storage.
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Appendix 6 — ATEX Certifications of RTU32M
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The RTU32M system has been certified for use in potentially explosive atmospheres under both ATEX and IECEx
regulations. The detail of the certificates are as follows:

IECEx Certification

e Certificate number: IECEx CSAE 25.0004U
e Certification code: Ex ec nc IIC Gc

ATEX Certification

e Certificate number: CSANe 25ATEX1006U
e Certification code: Ex ec nc IIC Gc
e Other marking: Il 3G

Model
e Model number: RTU32M System
Manufacturer Information

e Manufacturer’s name: Brodersen A/S
¢ Manufacturer’s address: Byageren 7, 2850 Naerum, Denmark

Safety Warnings
/A WARNING: DO NOT CONNECT OR DISCONNECT WHEN ENERGISED.

A AVERTISSEMENT — NE PAS BRANCHER NI DEBRANCHER SOUS TENSION

Explanation: Electrical connections to the RTU32M system must not be made or removed while the device is
powered on. Doing so may cause a spark and ignite flammable gases or dust in hazardous environments, leading to
potential safety hazards. Always ensure power is completely turned off before making or breaking any connections.
Certification Code Explantation :

e ExecnclIC Gc:

e Ex: Explosion-proof equipment.

e ec: Enhanced safety protection.

¢ nc: Non-conductive.

e lIC: Equipment suitable for use with gases such as acetylene, hydrogen, or other highly flammable gases.
e Gc: Equipment for use in explosive gas atmospheres, Group G, category C (Zone 2 environment).

e lI: For use in explosive atmospheres other than mines (Group ).
e 3G: Category 3G (suitable for Zone 2, where explosive atmospheres are unlikely to occur during normal
operation but may occur in rare conditions).
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Traceability Information:
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e Each RTU32M system is assigned a unique serial number for traceability. This number is marked on the
nameplate and recorded in our manufacturing database.

Operational Guidelines:

e Please refer to the full RTU32M system manual for detailed installation, operation, and maintenance
guidelines.

Maintenance and Inspection:

e Regular inspections should be conducted at intervals of every 12 months to ensure ongoing safe operation
and compliance with all certification requirements. Any identified issues should be addressed promptly to
maintain certification.

Installation Requirements:

e The RTU32M system must be installed in accordance with the installation guidelines provided in the manual.
Only qualified personnel should perform the installation to ensure compliance with safety and certification
standards.

Testing and Compliance:

e The RTU32M system undergoes comprehensive testing to ensure compliance with ATEX and IECEx
regulations, including [brief description of testing procedures such as electrical testing, explosion testing,
etc.]. This testing verifies the product's suitability for use in explosive atmospheres.

Environmental Conditions:

e The RTU32M system is designed for operation in environments with:

e Temperature range: -20°C to +65°C
e Relative humidity: 0% to 99.8%

e Ensure the system is installed and operated within these conditions to maintain compliance with ATEX and IECEx
certifications.
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