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Definitions and Abbreviations

Term Definition

HMI Human-Machine Interface. A user interface or dashboard that connects a person to 
a machine, system, or device to visualize real-time operations.

LDAP Lightweight Directory Access Protocol. A software protocol used for secure network 
access and management of resources by individuals in an organization.

Nginx A high-performance HTTP web server and reverse proxy utilized to secure and route 
traffic in Odin's Eye.

RTU Remote Terminal Unit.

SWU Software Update File. The compressed update image file format used to upgrade 
physical RTU firmware.

WITS-DNP3
A communication protocol commonly used in the water utility industry. WITS-DNP3 
stands for Water Industry Telemetry Standards applied over the Distributed Network 
Protocol v3.
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1. Introduction & Product Overview

Odin's Eye is a multi-user web application developed by Brodersen A/S for monitoring and managing 
RTU devices. It is designed to simplify day-to-day RTU operations by providing a centralized platform 
for device visibility, configuration, firmware management, grouping, alarms, and user administration.

At present, Odin's Eye is focused on RTU32 series devices. The platform is intended to support 
additional IoT assets in the future, but this guide covers RTU-related functionality only.

Product overview
Odin's Eye is built as a typical 3-tier application with separate frontend, application services, and 
PostgreSQL database components. It is installed using an executable installer that sets up the 
required services and provides a self-signed HTTPS certificate for secure access.

The application is deployed on Windows Server 2022 or later and uses Nginx as a reverse proxy. Once 
installed, authorized users can connect through a web browser to monitor and manage one or many 
RTUs from a central interface.

Main capabilities
Odin's Eye currently supports the following major capabilities:

▪Device monitoring, including online/offline status.

▪Alarm monitoring.

▪Monitor RTU events in real time or export historical event logs.

▪Power consumption monitoring.

▪I/O status monitoring.

▪Firmware distribution visibility.

▪Device grouping and subgrouping.

▪Map-based RTU viewing through GeoLocation.

▪Device configuration for supported settings.

▪Bulk configuration through templates.

▪Firmware upgrade for individual devices or groups.

▪Upload external HMI packages or construct dashboards using the integrated web HMI designer.

▪Email and dashboard alarm notifications.

▪User, role, and permission management.

▪Application service and license management through a desktop utility.
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2. Audience

This manual is written and structured for the following operational roles:

Role Responsibilities

Operators
Responsible for real-time monitoring of device health, acknowledging 
triggered alarms, and reviewing active communication status on the 
dashboard.

Maintenance Engineers
Tasked with upgrading device firmware, deploying updated application 
programs, adjusting remote configuration parameters, and commissioning 
new field devices.

RTU Administrators Responsible for system-level settings, user authentication settings, user 
permissions, backup schedules, and platform-level updates.
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3. System Requirements & Supported Platforms

Server platform
Odin's Eye is supported on:

▪Windows Server 2022 and later.

Recommended minimum specifications
The following minimum specifications are based on implementation experience:

Component Minimum recommendation

Processor Intel i7 or equivalent Xeon processor

Memory 16 GB RAM

Disk space 25 GB available storage

Database PostgreSQL, installed with Odin's Eye

Security HTTPS certificate required; self-signed certificate provided by installer

Deployment model
The Odin's Eye deployment includes these logical components:

▪Frontend application.

▪Backend API services.

▪PostgreSQL database.

▪Nginx reverse proxy.

Although Odin's Eye follows a 3-tier architecture, the installer can set up all the required software 
components in an automated fashion.

Supported RTU Hardware
Odin's Eye currently supports MP32A Rev. A–E MPU modules of the RTU32M series.

The following minimum RTU32 image build versions are required for use with Odin's Eye:

MPU module revision Minimum image build

MP32A Rev. A, B, and C Image Build 3101 or later
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MPU module revision Minimum image build

MP32A Rev. D and E Image Build 3105 or later

N O T E

Ensure that the RTU is running the required image build version before connecting and managing 
it through Odin's Eye.
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4. Installation & Initial Configuration

Download the Odin's Eye installer package to the server. Keep the license key handy.

Ensure that the required web ports, by default 443 and 8080, are not used by other applications.

4.1. Run the Installer
1.  Run Odin's Eye Setup.exe as an Administrator.

2.  Read and accept the License Agreement.

3.  Click Next.

Choose Installation Folder:

1.  Review the destination folder (default is C:\Program Files\Brodersen\Odinseye).

2.  Click Next.

N O T E

Unless your organization requires a different installation path, the default location is 
recommended.

F I G .  0 1  —  I N S T A L L E R  —  C H O O S E  I N S T A L L A T I O N  F O L D E R O D I N ' S  E Y E
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1.  Execution: Click Install. The installer will copy all component packages and configure the 
required services automatically.

F I G .  0 2  —  I N S T A L L E R  —  I N S T A L L A T I O N  I N  P R O G R E S S O D I N ' S  E Y E

4.2. Initial System Configuration (Setup Wizard)
Once the file installation completes, launch Odin's Eye Manager to trigger the Initial Setup Wizard:

Step 1: License Activation
Enter your product license serial key and click Next to verify.
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Step 2: Superuser Account Creation
This is the main account for management of Odin's Eye. Carefully enter the required credentials and 
remember it.

B R O D E R S E N  A / S P A G E  13 / 40



O D I N ' S  E Y E   ·   U S E R  M A N U A L

F I G .  0 4  —  S E T U P  W I Z A R D  —  S U P E R U S E R  A C C O U N T  C R E A T I O N O D I N ' S  E Y E

Step 3: Apply & Configure
Click Apply & Configure. The system will prepare the database, configure the application and make it 
available for use. Once it completes successfully, click Go to Main Screen to launch the web client in 
your browser.
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4.3. If the Main Screen Does Not Open

4.3.1. Port Already In Use

Please skip this section if you do not see this dialog box.
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Odin's Eye requires a few network ports to be available on your server. For a list of all ports and their 
details, refer to Section 5. Service Architecture & Port Mappings. If another program on the server is 
already using these ports, the web dashboard will not open.

4.3.2. How to Resolve It

Odin's Eye Manager automatically checks for port conflicts during startup. If a conflict is detected, a 
dedicated Port Conflict screen will automatically open inside the app:

1.  Review the listed conflicting ports on the Port Conflict page.

2.  Enter available ports directly in the fields provided.

3.  Click Save and Apply. The application will apply the new port values and restart Odin's Eye.

4.3.3. Ports Blocked by Windows Firewall

Odin's Eye requires inbound network access on configured TCP ports to allow web browser clients and 
background services to communicate. If these ports are blocked by the host's Windows Defender 
Firewall, the Main Screen will not load remotely.

4.3.4. How to Resolve Firewall Warnings

Odin's Eye Manager automatically checks for inbound firewall blocks on startup. If a block is detected, 
the Firewall Configuration Required window will automatically open:

B R O D E R S E N  A / S P A G E  16 / 40



O D I N ' S  E Y E   ·   U S E R  M A N U A L

F I G .  0 7  —  F I R E W A L L  C O N F I G U R A T I O N  R E Q U I R E D O D I N ' S  E Y E

You can choose one of the following actions to proceed:

▪Retry: Re-scans the system firewall after you update your rules. The window will close 
automatically once the required ports are allowed.

▪Continue: Bypasses the warning and launches the Manager configuration Main Screen anyway.

▪Cancel: Exits the Manager utility completely.

N O T E

Some network features may not function correctly until firewall rules are updated.

4.4. Upgrading Odin's Eye
When a new version of Odin's Eye becomes available, run the latest installer on the server.

During the upgrade:

▪Your existing configuration is preserved.

▪Previously added devices remain available.

▪User accounts and application data are retained.

▪The installer updates the application to the latest version.

W A R N I N G

Do not interrupt the upgrade process. Wait until the installer reports that the upgrade has 
completed successfully.
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5. Service Architecture & Port Mappings

Odin's Eye splits operations across specialized microservices communicating over localhost and 
secured externally through Nginx.

F I G .  0 8  —  S E R V I C E  A R C H I T E C T U R E O D I N ' S  E Y E

Port Definitions

Service Default Port Purpose

Web UI (HTTPS) 443 Secure web interface

HTTP Redirect 8080 Redirects HTTP to HTTPS

API Service 8001 Internal application communication

Identity Service 8081 User authentication

License Server 8090 License validation

PostgreSQL Database 15432 Stores application data
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6. Odin's Eye Manager

The Odin's Eye Manager is a desktop application used by local administrators to manage and 
monitor Odin's Eye.

F I G .  0 9  —  O D I N ' S  E Y E  M A N A G E R  —  D A S H B O A R D O D I N ' S  E Y E

6.1. Main Screen View
Displays the real-time health and current status of the application services.

▪Monitored Services: API Service, Identity Service, PostgreSQL, Nginx, Scheduler, and Executor.

▪If a service fails, its status transitions from Healthy (Green) to Stopped/Error (Red).

6.2. License Management
Displays the status of the local License server lease.

▪Online Activation: Input the serial key and click Activate.

▪Lease Status: Shows current device limits, user limits, and License expiration date.
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6.2.1. Expiration and Renewal

Renewal: Enter the renewed serial key in the License tab of the Manager and click Activate to extend 
the lease validity.

Expiration Behavior: If the license expires, Nginx blocks external web portal traffic, and background 
services will stop running until a valid license is applied.

6.2.2. License Limit Behavior

Device Limit: Licenses are sold with maximum device seat counts (e.g., 25, 50, 100 devices). If you 
attempt to add more physical RTU devices than allowed, the dashboard will block the save action 
and display a “License Device Limit Exceeded” alert.

6.3. Health Monitor
▪Displays the host server's system resources: CPU Usage (%), RAM Utilization, and Free Disk Space.

▪Checks for port conflicts before services are started.

6.4. Support Assistant (Diagnostic Collector)
Generates diagnostic packages to share with Brodersen support.

1.  Navigate to Support Assistant tab.

2.  Click Generate Support Package.

3.  Choose a destination folder. The tool automatically packages system activity records, log files, 
and local system parameters into a support package (.zip) (OdinLogs_YYYYMMDD_HHMMSS.zip) for 
troubleshooting.

6.5. System Configuration Settings
Allows the administrator to change the application ports and settings:

▪Host IP: Auto-detects the server IP or allows manually overriding the IP.

▪Service Ports: Customize HTTPS, HTTP, API, Identity Service, and License Server ports. Clicking Save 
& Restart writes changes to configurations and restarts the services.

N O T E

Changing the HTTPS/HTTP ports may require manual firewall updates to allow inbound traffic on 
the new ports, and users must use the new URL/port after the change.
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7. User Authentication & Profile Security

Odin's Eye uses a secure sign-in system to authenticate users and enforce role-based access control 
(RBAC). Only authenticated users with the appropriate permissions can access system features and 
perform authorized operations.

7.1. Logging In
Users can access Odin's Eye using either the Desktop Odin's Eye Manager application or directly 
through a supported web browser.

Option 1 — Launch via Odin's Eye Manager
1.  Open the Odin's Eye Manager.

2.  Click Launch Odin's Eye.

3.  The application opens automatically in your system's default web browser.

N O T E

Ensure that all required Odin's Eye services are running before launching the application.

Option 2 — Access via Web Browser
1.  Open a supported web browser.

2.  Navigate to the Odin's Eye server URL, for example: https://<server-ip-or-hostname>

3.  Enter your username and password.

4.  Click Sign In.

Users can authenticate using one of the following methods:

▪Local Account — Sign in using a username and password created within Odin's Eye.

▪LDAP/Active Directory Account — Sign in using your enterprise credentials when LDAP integration 
has been configured by the system administrator.

N O T E

Access to menus and features depends on the permissions assigned to your user role.

7.2. Password Reset

Local Odin's Eye Account

For local Odin's Eye accounts, password reset must be initiated by an administrator.

Requesting a Password Reset

1.  Navigate to Users.

2.  Locate the user whose password needs to be reset.
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3.  Click the More menu ( ) beside the user.⋮

4.  Select Reset Password Request.

F I G .  1 0  —  U S E R S  —  R E S E T  P A S S W O R D  R E Q U E S T O D I N ' S  E Y E

Sharing the Reset Link

Only users with access to the generated reset link can reset the password, so it should be shared only 
with the intended recipient through an approved secure channel.

1.  Copy the generated password reset link.

2.  Send the link to the user using your organization's preferred communication method (for 
example, email).

N O T E

Only users who receive the generated link can reset their password.

Resetting the password

After receiving the password reset link, the user should:

1.  Open the link in a supported web browser.

2.  Enter a new password.

3.  Confirm the new password.

4.  Click Save.

The new password becomes active immediately.
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LDAP / Active Directory Accounts

Users who sign in using LDAP or Active Directory cannot reset their password through Odin's Eye.

Password changes must be performed using your organization's directory service or by contacting 
your IT administrator.

Password Policy

Passwords must meet the following minimum requirements:

▪Minimum 8 characters

▪At least one uppercase letter

▪At least one lowercase letter

▪At least one numeric digit

▪At least one special character (for example: $ @ # & !)

7.3. Roles and permissions
Odin's Eye uses Role-Based Access Control (RBAC) to ensure users have access only to the features 
and operations required for their responsibilities.

7.3.1. Role & Permission Matrix

Permission / Feature Administrator Super User Operator Viewer

Platform Setup & Config ✓ ✗ ✗ ✗

User Administration (CRUD) ✓ ✗ ✗ ✗
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Permission / Feature Administrator Super User Operator Viewer

User Groups Management ✓ ✗ ✗ ✗

LDAP Configuration ✓ ✗ ✗ ✗

User Invitations ✓ ✓ ✗ ✗

Role Management ✓ ✓ ✗ ✗

Add/Remove Devices ✓ ✓ ✓ ✗

Edit Configurations ✓ ✓ ✓ ✗

Apply Templates ✓ ✓ ✓ ✗

Upload Firmware (.swu) ✓ ✓ ✗ ✗

Execute Upgrades ✓ ✓ ✓ ✗

View Devices & Status ✓ ✓ ✓ ✓

Read Alarms & Logs ✓ ✓ ✓ ✓

7.3.2. Custom roles

Administrators can create custom roles to match organizational responsibilities. This allows 
permissions to be tailored for different teams, departments, or operating models.
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8. Device Onboarding & Management

Devices represent physical RTU32 units deployed in the field. The platform stores the following key 
information for each device: Device name, IP address, firmware version, online/offline status, admin 
username, and admin password.

8.1. Adding a Single Device
Path: Dashboard  Devices  Add New Device→ →

Required Parameters:
▪Device Name: Must be unique within the organization.

▪Device Type: RTU32 series model revision.

▪IP Address: Host IP address of the physical RTU.

▪Username/Password: Credentials of the admin account configured on the RTU32 unit.

▪HTTPS Toggle: Check if the RTU32 web server requires secure connections.

▪Location (Latitude & Longitude): Decimal coordinates for map rendering.

Expected Result: The server checks reachability and adds the device. If reachable, the device 
appears as Online.

8.2. Bulk Device Import/Export
Exporting: Click Download list of devices in CSV to save current inventory.

Importing:
▪Prepare a CSV file using the headers: ip_address, name, username, password, latitude, 
longitude.

▪Navigate to Dashboard  Devices  Add Devices In Bulk.→ →

▪Upload the file and choose Create or Update action.

▪The system validates the CSV formatting, enforces organization limits, and inserts/updates 
records.
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9. Device Overview

The Overview view allows operators to inspect real-time performance indicators and operational 
details of an active device.

N O T E

The Overview button is only enabled when the device is active (Online). If the device is offline, live 
diagnostics cannot be retrieved, and the button will be disabled.

Accessing the Overview
1.  Open the Devices list on the dashboard.

2.  Click the Overview button on any active (Online) device row.

3.  The system retrieves and displays the active runtime characteristics of the RTU, including:

a.  CPU Usage (%)
b.  Memory Usage (RAM)
c.  I/O Module Status (operational state of connected racks)

d.  Active Project Details (WorkSuite runtime files)

e.  Firmware details

F I G .  1 2  —  D E V I C E  O V E R V I E W  —  H A R D W A R E  A N D  I / O  S T A T U S O D I N ' S  E Y E
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10. Configuration & Template Management

Odin's Eye can query, modify, and apply configuration parameters directly to remote RTU32 units.

10.1. Retrieving Remote Configuration
Navigate to an active device's details view. The system pulls current settings from the RTU, including:

▪VPN settings

▪Wi-Fi settings

▪Network settings

▪Time settings

▪System services

▪SSH server settings

▪Web server settings

▪HTTPS enable/disable

▪Firewall settings

▪Blacklist and whitelist rules

▪Basic WITS-DNP3 protocol settings

10.2. Modifying Settings
▪Edit the configuration settings in the tab and click Save and Apply.

▪The server sends a payload package to the RTU32 via standard REST APIs.

W A R N I N G

Updating network settings can briefly drop connectivity to the device. Ensure parameters are 
double-checked. Incorrect network settings may make the device unreachable and require local 
access for recovery.

10.3. Device Configuration Templates
Templates allow you to save standard configurations and apply them to multiple devices.

▪Creating a Template: Navigate to Templates  → New Template. Select a base device 
configuration or construct a custom configuration block.

▪Applying Templates in Bulk: Navigate to Templates, select your template, and click Apply 
Template. Select target devices or groups. The system distributes the configuration settings and 
will reboot the units automatically if a new application program file is included.
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11. Firmware Repository & Upgrade Management

Odin's Eye allows authorized users to upload firmware packages and update individual RTUs or 
multiple RTUs in a group.

Before performing a firmware update, ensure that the RTU meets the minimum firmware 
requirements listed in the Supported RTU Hardware section.

11.1. Uploading Firmware
Before firmware can be installed on an RTU, the firmware package must be available in the Odin's Eye 
Firmware Repository.

To upload firmware:

1.  Navigate to Firmware Repository  → Upload Firmware.

2.  Input the firmware name and firmware version. Only Administrators or Super Administrators have 
permissions to upload firmware.

3.  Choose the target RTU32 device model type.

4.  Browse and select the .swu file, then click Upload (Max size: 50 MB).

11.2. Updating a Single RTU
To update the firmware of an individual RTU:

1.  Navigate to Devices.

2.  Select the RTU that you want to update.

3.  Open the Firmware Update section.

4.  Select the required firmware version.

5.  Review the selected firmware and device details.

6.  Click Apply to start the update.

The firmware package is transferred to the RTU and the update process begins. The RTU may restart 
as part of the update process.

11.3. First Firmware Update
After adding an RTU to Odin's Eye, verify that it is running the recommended firmware version. If a 
newer firmware version is required, you can perform the first update directly through Odin's Eye.

1.  Upload the required .swu firmware package to the Firmware Repository.

2.  Navigate to Devices and select the RTU.

3.  Open the Firmware Update section.

4.  Select the required firmware version.
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5.  Click Apply to start the update.

6.  Wait for the update to complete and for the RTU to become available again.

For information about the minimum image build required to connect an RTU to Odin's Eye, refer to the 
Supported RTU Hardware section.

11.4. Updating Multiple RTUs
Firmware can also be updated for multiple RTUs through a device group or Bulk Select.

F I G .  1 3  —  G R O U P  F I R M W A R E  U P D A T E O D I N ' S  E Y E

To perform a group firmware update:

1.  Ensure that the target RTUs are added to the appropriate device group.

2.  Navigate to Groups and select the required group.

3.  Start the Group Firmware Update.

4.  Select the firmware version to install.

5.  Choose whether to start the update immediately or schedule it for a later date and time.

6.  Confirm the update to begin the process.

N O T E

Before starting a group firmware update, verify that the selected firmware is compatible with all 
target RTUs.

W A R N I N G

Ensure that the RTU has a stable power supply and network connection throughout the firmware 
update. Do not disconnect or power off the device while the update is in progress.

Firmware upgrade live logs

Even though detailed live status messages are limited, actions such as firmware upgrades and 
configuration updates are tracked and stored in logs.
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12. Device Groups & Subgroups

Organize devices geographically or logically.

▪Creating a Group: Navigate to Groups  → Create Group. Provide a unique name.

▪Hierarchy (Subgroups): Select a parent group to nest the new group under.

▪Adding Devices: Open a group, click Add Devices, and select from the available devices. Devices 
inherit group configurations and templates applied at the group level.
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13. Alarms & Event Logs

Odin's Eye includes a real-time alerting engine that tracks RTU faults.

When an alarm is triggered, notification is available through:

▪Dashboard alerts

▪Email notifications

13.1. Alarm Types

Alarm type Trigger condition

Reachability / Status Check Triggers if a device fails to respond to health checks (Online/Offline 
status).

Power Load Check Queries the local power supply module load. Triggers if load exceeds 
or drops below a custom percentage threshold.

Module Fault Triggers if any local hardware module reports an operational fault or 
warning code rather than a normal active status.

13.2. Creating Alarms
▪Path: Dashboard  Alarms  Add New Alarm.→ →

▪Configure the target (Single Device or Group), select the metric name, choose the condition (e.g., 
Greater Than, Equal to), set the threshold, and provide alert notification emails.

▪Alert Notifications: Triggered alarms raise dashboard alerts and send email notifications to 
configured recipients.

13.3. Event Log Streaming
▪Open Event Logs.

▪Real-time events stream directly from the RTU log server into the web console.

▪To clear log queues or reset log daemons, click Restart Event Logs.
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14. User Groups, Roles & Permissions

Odin's Eye implements Role-Based Access Control (RBAC) to restrict access based on user roles. 
Predefined roles include Super Admin, Admin, Operator, and Viewer.

For the detailed matrix of access permissions and details on custom role creation, please refer to 
Section 7.3. Roles and Permissions.
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15. User Directory Federation (LDAP)

Odin's Eye supports integration with LDAP and Microsoft Active Directory, allowing users to sign in 
using their existing company credentials. This eliminates the need to create separate local user 
accounts for every user.

N O T E

LDAP configuration should only be performed by a system or network administrator with an 
organization's directory service.

15.1. Adding an LDAP Connection
To configure LDAP server:

1.  Navigate to Settings  User Federation.→

2.  Click Add New LDAP.

3.  Enter the required connection details.

4.  Click Test Connection to verify that Odin's Eye can communicate with the directory server.

5.  Click Test Authentication to verify the administrator credentials.

6.  Enable the LDAP configuration.

7.  Click Create to save the configuration.

F I G .  1 4  —  L D A P  C O N N E C T I O N  S E T T I N G S O D I N ' S  E Y E
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16. HMI Designs (Packages & Web UI Designer)

Odin's Eye offers dual support for deploying and configuring human-machine interfaces (HMIs) for 
RTU32 devices:

1. External HMI Package Upload
▪Compile HMI design files into an archive.

▪Navigate to the HMI page in Odin's Eye, select Upload HMI Design, and upload the webpage files. 
The files are deployed to the web server and bound to the RTU variables.

2. Web UI HMI Designer
▪Create HMI layouts directly within the web dashboard using the integrated HMI designer.

▪Place widgets (gauges, buttons, indicators) from the widget library onto the canvas.

▪Connect widgets to RTU variables to display real-time values.
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17. Troubleshooting & Maintenance

17.1. Common Issues & Solutions

Issue Possible Cause Recommended Solution

Cannot sign in
Incorrect username or 
password, or the account is 
disabled.

Verify your credentials. If you use a local 
account, ask an administrator to generate a 
password reset link. If you use LDAP, contact 
your IT administrator.

License activation 
failed

The server cannot reach the 
license validation service, or 
the license key is invalid.

Verify your internet connection and confirm 
that the correct license key has been entered. 
If the problem persists, contact your system 
administrator or Brodersen Support.

Device appears 
Offline

The RTU is powered off, 
unreachable, or configured 
with incorrect connection 
details.

Verify that the RTU is powered on, confirm the 
IP address and login credentials, and ensure 
the device is connected to the network.

Firmware upload 
failed

The selected firmware file is 
invalid or exceeds the 
supported file size.

Verify that the file is a valid firmware package 
for the selected RTU model and try uploading 
it again.

Firmware upgrade 
failed

The device lost connectivity 
during the upgrade or did 
not respond.

Ensure the device is online and stable, then 
retry the firmware upgrade.

Main Screen cannot 
be opened

Required web ports are 
already in use or application 
services are not running.

Open Odin's Eye Manager, verify that all 
services are running, and resolve any reported 
port conflicts.

Application services 
are not running

One or more required 
services failed to start.

Open Odin's Eye Manager, review the service 
status, and restart services.

Unable to add a 
device

The device information is 
incorrect or the device 
cannot be reached.

Verify the device IP address, credentials, and 
network connectivity before adding the device 
again.

Password reset link 
does not work

The reset link has expired or 
has already been used.

Ask an administrator to generate a new 
password reset request.

LDAP user cannot 
sign in

The LDAP server is 
unavailable or the user is not 
present in the configured 
directory.

Verify the LDAP configuration and confirm that 
the user exists in the directory service. Contact 
your IT administrator if necessary.
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17.2. Diagnostic Log Locations
If manual checking is needed, logs are stored under the installation directory:

▪Application & Service Logs: C:\Program Files\Brodersen\Odinseye\runtime\logs\
▪Web Proxy Logs: ...\runtime\services\nginx\nginx-dist\logs\

17.3. Changing Server Host IP Address
If the physical IP address or hostname of the Windows server changes after installation:

1.  Open Manager: Launch the Odin's Eye Manager desktop application on the host server.

2.  Update Host IP: Go to the Configuration tab.

3.  Change and Restart: Change the value in the Host IP text box to the new IP address, and click the 
Save & Restart button.

4.  Automatic Re-routing: The Manager will automatically update Nginx routes, Authentication 
redirect URIs, and backend endpoints, and restart the background services.

5.  Access Application: Connect via the web browser using the new URL (e.g., https://<new-ip-
address>/).
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18. Security Hardening Recommendations

For production deployments, apply these security hardening standards:

▪Firewall Rules: Configure Windows Defender Firewall to only allow inbound TCP traffic on ports 
443 and 8080. All other microservice ports (8001, 8081, 15432, 8090) should remain blocked to 
external networks.

▪Apply Principle of Least Privilege: Restrict the number of Super Admin local accounts. Assign 
users to specific roles (e.g., Operator or Viewer) to minimize risk.

▪Secure Identity: Enforce multi-factor authentication (MFA) and enterprise LDAP/Active Directory 
accounts for authentication.

▪LDAP over SSL (LDAPS): When setting up user federation, use ldaps:// (port 636) rather than plain 
ldap:// (port 389) to encrypt login credentials.

▪Keep OS Updated: Apply regular Microsoft Windows Updates to patch host vulnerabilities.
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19. Known System Limitations

Be aware of these constraints in the current version of Odin's Eye:

▪Supported Hardware: Only MP32A Rev. A–E modules are supported. Legacy RTUs or other vendor 
PLCs cannot be onboarded.

▪Database Deployment: High-availability database clustering or multi-node PostgreSQL 
federation is not supported out of the box. Database files must reside on the local host drive.

▪RTU API Concurrency Limit: The embedded web API service on the RTU32 units can process a 
maximum of three (3) concurrent requests at one time. If a fourth (4th) concurrent request is sent 
while the previous three are still processing, the RTU will reject it and return a connection error.
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20. Uninstallation & Cleanup

To clean up Odin's Eye from the host:

1.  Open Windows Settings  → Apps & Features.

2.  Select Odin's Eye Setup and click Uninstall.
3.  The uninstaller stops running processes, removes application services, and cleans up installation 

directories automatically.

W A R N I N G

Data Preservation. User databases and database files under C:\ProgramData\Brodersen\
Odinseye\postgres\data are preserved. To permanently wipe the database, delete this directory 
manually.
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21. Frequently Asked Questions (FAQ)

Q  How can I change the default HTTPS web port from 443 to a custom port?

A  Launch the Odin's Eye Manager desktop application, select the Configuration tab, change 
the value in Web UI (HTTPS), and click Save & Restart.

Q  What happens if an RTU32 device goes offline during a firmware upgrade?

A  The system monitors status checks. If the connection drops or times out, the upgrade task is 
marked as Failed. You will need to re-apply the upgrade when the unit is back online.

Q  Can I restore an RTU32 device Application from a previous backup?

A  Yes. The device details page lists all previous Application Programs. Click the Download 
button next to the version you need, then restore the settings from that file.

Q  Why is my dashboard “Overview” button disabled for some devices?

A  The “Overview” button retrieves live runtime variables (CPU, Memory, I/O rack status) from the 
RTU and is only enabled when the device is active (Online). If the device is offline, this button will 
be disabled.

B R O D E R S E N  A / S

Simplifying systems
Industrial automation, substation automation and telemetry solutions.
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